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PART A
GUIDELINE FOR COMPLETION OF SECURTY ASSESSMENT TOOL

Purpose of this security assessment tool

This document provides a tool for assessing and improving the security management & practices of both the ACT Alliance members in a specific programme country and/or its partner organizations. The tool is focused on medium and high risk countries/areas. 

Why this tool:

The ACT Alliance Security Working group wants to support the ACT members and their partner organisations with working safely and effectively in medium/high risk areas. 

Experience has proved that a conscious, systematic approach of security will reduce risks. 

By assessing the level of security management & practices and indication of possible areas/topics for improvement, subsequent action can take place. 

The ACT Alliance Security Working group supports the ACT members that want to facilitate the capacity development in security management of their partner organisations. Support could be provided through this self assessment tool, accessible guidelines, training, workshops and monitoring visits.

The assessment tool is not only meant to score the level of security management & practices. It is a step in a process and should be linked to the willingness to facilitate capacity development of security management & practices. 

How to use this tool?

This (self) assessment tool is meant to be completed by the ACT member’s line management, program officers and/or security focal points in a programme country or in a regional office. Initially, it is not meant as a tool for self assessment by the partner organization.  

The tools has four parts: 

-
Part A provides a guideline on how to use the assessment tool;

-
Part B contains a table to score the level of security management & practices per topic/indicator. On top of that, an overall security level score could be defined;

-
Part C contains a checklist with questions for reflection on important security management issues and to identify areas of improvement; 
-
Part D can be used as a checklist to assess the level of security preparedness of the individual worker/ traveller;

-
Part E provides an explanation of the terminology used in this tool.
What to do with the results:

The result of the assessment is to identify areas of improvement and to facilitate capacity development accordingly. In case of a self assessment, the results of the assessment should be discussed with the relevant persons at country or regional level and possibly HQ level. Afterwards , action plans could be drafted. In case of an assessment of a partner organisation, the results should be discussed with the partner and the roles and responsibilities for follow-up of the action plan identified and agreed upon.
	
	1. Poor
	2. Fragile
	3. Basic
	4. Advanced
	5. Professional

	Security Policy 
	We have not articulated policies and principles 
	We have some policies and principles on paper 
	Policy principles and responsibilities are clear and agreed upon 
	We have a clear and adequate security policy, accessible to everyone 
	Staff feels involved with security policies, contributes to update them 

	Crisis Management 
	There is no crisis plan in place 
	We have a written crisis plan 
	Crisis plan is updated regularly 
	Crisis plan and infrastructure are regularly tested and updated 
	Meetings are regularly organised to develop specific scenarios 

	Resources 
	We have no budget for security 
	Budget can be made available upon request 
	Budget is available for basic equipment and training 
	Budget for security is available for all equipment and training 
	Budget is integrated in all programme budgets 

	Country/Location Specific Security Plans
	We do not have security plans 
	We have some working procedures on paper
	Some working procedures are in place for every country where we have field presence 
	Security plan for every country and risk assessment for every location, updated regularly 
	Every member of our staff is familiar with clear and accessible security plan and adheres to it 

	Security Training 
	We do not train our staff in security 
	Some international staff are trained 
	All international staff is trained on personal level 
	All staff is trained. Managers are trained in security management. 
	All staff is trained on every level and skills are maintained 

	Security Briefing 
	Staff is not briefed 
	Some staff briefed at HQ 
	All staff is briefed at HQ before departure 
	All staff is briefed at HQ and upon arrival in field. 
	All staff is (de-)briefed before and after every trip 

	Responsibility 
	Staff take no responsibility for their own personal security 
	Staff take responsibility for their own security 
	Staff take responsibility for their own security and that of their colleagues 
	Staff take responsibility for security of themselves and colleagues and keep others liable for their actions 
	Staff take responsibility, keep others liable and makes suggestions for improvement 

	Attitude 
	Security is not an issue in our NGO 
	Security is an issue for some or after a serious incident 
	There is a basic sense of security in our NGO amongst all staff 
	Security is taken into consideration in the decision making process 
	Security is seen as a precondition to operate 

	Incident Reporting 
	Incidents are not reported 
	Serious incidents are reported 
	All incidents are reported (including near misses) 
	Incidents are reported, analysed and actions might be taken 
	Incident reporting is seen as crucial for organisational learning 

	Security Info Sharing & Analysis
	One info source, info shared amongst directly involved
	Limited info sources, info shared between all staff
	Info gathered from various sources, info shared with other NGOs 
	Info confirmation through multiple info sources, initiative towards external info sharing  
	Systematic info gathering, when security networks do not exist we initiate them 

	Programming
	In program set-up and implementation, no consideration for security situation

	In program set-up and implementation, some consideration, but not systematic
	Security considerations are an issue in programming
	Security considerations are a precondition to program design
	Specific program design, based on security situation and scenarios.


 PART B  -  ASSESSMENT OF SECURITY LEVEL 

PART C
CHECKLIST OF ORGANISATIONAL SECURITY PERSPECTIVES

The purpose of this section is to develop the security related awareness and capacities within the ACT member or their partner organization. Use this checklist; it contains relevant security issues to be discussed within the ACT member office or with (senior) management and/or security responsibles of the partner organization.

1. Security policy & organisational set-up

-
Which security concept is followed? Why?

-
Which security risk reduction strategies are followed? Which % of time/energy is devoted to each of them? Why?

-
Is security management integrated in decision making at the highest organizational level? What is the relative importance of security issues in operational decisions?

-
At what level is donor influencing/pressuring security related decisions/activities?

-
Is any security related scenario forecasting applied? Did it prove to be effective?

-
Do clear and relevant organizational security principles exist? Are they communicated and adhered to?

-
Does a clear and relevant organizational security responsibility/authority division exist? Do the various job holders have appropriate tools for decision making and application of their responsibility? Do the job holders apply those responsibilities?

-
Does the organization have an explicitly or implicitly defined risk threshold?

-
Does the organization have (explicit) risk reduction measures to mitigate the security risks? At central/country and local level?

-
Do effective communication/feedback mechanisms exist to address necessary improvements? Is the organizational climate open enough to report (near) security incidents, even when the involved staff made mistakes? Do management and staff show willingness for organizational learning?

-
Are staff members (systematically) briefed/ trained in identification & mitigating risks? 

2. Contextual adaptation

-
Only general identification & mitigating of risk or also at local level?

-
What is the frequency of updating of risk analysis/security plans?

-
Only single or multiple & reliable security information sources? How are these sources used? Any networking? What is done in case of conflicting information? 

-
Is a multi-dimensional actor, threat and vulnerability analysis applied?

-
Based on this analysis, appropriate risk mitigation measures applied?

-
Risk analysis and risk mitigation measures shared by all staff?

-
Are the 6 steps of the security circle applied in the security plan?

-
Is a local security assessment part of the set-up of any new program (area)? Who conducts this assessment? How is it documented?

3. Security Plan, security procedures, crisis management 
-
Does a Country security plan exist? If so, with a risk assessment for each location of operation/travel?

-
Do Security  Standard Operational Procedures (SOPs) exist? Are they described in line with the organizational principles and responsibility division as stated in the security policy? If so, are the SOPs described for the identified risks in the risk analysis (risks with the highest probability and/or impact)?

-
Are they general (developed at central level) and/or local (specific for risks/risk mitigation at local level)?

-
Are they clear and concise? Staff briefed and/of trained in the application? Adherence monitored?

-
Do Contingency Plans (CPs) exist? Are they described in line with the organizational principles and responsibility division as stated in the security policy? If so, are the CPs described for the major type of incidents?

-
Are they clear and concise? Staff briefed and/of trained in the application? Adherence monitored?

-
Does a procedure for security crisis management exist? For which issues the crisis team will be operational? Does the organisation have any experience with major security crises? 

4. Staff quality, security awareness & compliance
-
Is sufficient and competent staff available at central and local level to perform the security duties?

-
Is staff willing to take operational responsibility, even in difficult circumstances?

-
Do (all) staff members comply to the SOPs and CPs? 

-
Do staff provide feedback when they see possibilities for improvement of the SOPs and CPs?

-
Does staff have the appropriate security equipment to fulfil their duties? 

5. Successful security implementation

-
Does the ACT member or partner organization have a track record of preventing incidents effectively, even in medium and high risk areas? 

-
Does the ACT member or partner organization have a track record of managing incidents in an effective way?

-
Does the ACT member or partner organization have a track record of managing serious crises in an effective way?

-
Does the ACT member or partner organization have a positive image in the areas where they work among the various actors, resulting into a relatively low incident rate?
6. Assuring safety & security of ACT traveller when travelling with their partner organisation 

-
Does the partner organization have a different security risk analysis and related risk reduction measures for visiting (expatriate) staff compared to national/local staff?

-
In the security policy/plan/procedures, does the partner organization state a (different) approach about the security of visitors? Is this known by the relevant staff and adhered to?

-
Is the partner organization more risk averse for visitors such as the ACT members travellers than for its own staff? For which reasons?
-
Do individual travellers receive any briefing before travelling with the partner organization to potentially medium/high risk areas?
PART D
ASSESSMENT OF SECURITY PREPAREDNESS OF INDIDUAL WORKER/TRAVELLER
1. 
Personal level safety and security training (basic course) followed? Refresher courses followed?
2.
Before travelling: is the security plan (including risk analysis) updated?
3.
Is the ‘Travel Plan’ approved by the relevant person (Regional Mgr/Country Coordinator/Representative 
4.
Medical (tropical) check-up not longer than 2 years ago?

5.
Knowledge of current travel advice of the relevant authority /authorities?

6.
Contact/registered with the relevant embassy (or UN mission, in case of absence of the embassy) in the program country? 
7.
Travel details form (itinerary, contact addresses, preventive actions, local contact details) updated/completed in time?
8.
Private information form (contact addresses in case of emergency, contact address for obtaining medical details, Proof of Life questions in case of  hostage taking) updated/completed in time?

9.
Travel identity card available?

10. Knowledge of insurance coverage? Clarity about coverage when duty travel is combined with private travel?

11.
Money advance requested in time?

12.
Safe accommodation and travel opportunities arranged for?

13. Does a curfew exist? Awareness of any restricted movement? Accepting that this also counts for the period outside working hours during duty travel?

14.
Awareness of necessary or preferred cultural adaptation (behaviour, dress, etc)
15.
(Written) agreement on division of security mgt responsibilities and incident response when travelling with partner organization?
16.
Updated knowledge of security policy, security plan and security guidelines?

17.
In case of medium or high risk countries/areas: prepared for specific procedures and availability of security equipment? E.g. satellite phone, first aid kit, security money, list of emergency phone numbers, sending daily SMS
18. Knowledge of blacklisted airlines and no travel with those airlines except no other relevant options exist & explicitly approved by line manager. 
19. Timely organisation of  (management) approval for travel?  
21.
Received briefing/update on security situation? Sufficiently knowledgeable and confident?

22.
Debriefing already scheduled?
PART E
DEFINITIONS 
-
Contingency Plans (CPs): 
A set of pre-established specific and comprehensive procedures for staff to follow in order to coordinate the response to a security incident.
-
Crisis management: 
The coordinated organizational response to serious security incidents that may even jeopardise the continuity of the organization.
-
Medium / high risk areas:


Areas defined as such according to a pre-defined system. The level is based on the intensity of the conflict in that area and specific risks for the ACT member and its  workers. Reference is often made to UN security level for that area. 
-
Risk:


The likelihood and impact of encountering a threat. Is the result of the threats in the environment combined with the organisations or staff vulnerability to them.
-
Risk threshold:


The situation where the organisational safety and security risks/incidents change from being acceptable to unacceptable for continuation of the program (support) or visit to that area.
-
Safety:


The condition of being safe (mentally or physically); often referred to threats that can be influenced directly.

-
Security:

The condition of being protected against external threats.

-
Security levels:


Five levels: 1) normal; 2) low (precautionary); 3) moderate/restricted movement; 4) high/restricted operations; 5) extreme/suspend operations. Reference is made to UN security levels, but the ACT member remains the right to define the security phase unilaterally. 
-
Security concept:


The perspective/paradigm on security. Generally, three concepts exist: ‘Corporate’, ‘Defensive’ and ‘Multi-dimensional’. 
* In the ‘Corporate’ concept, security has connotations of site protection, protection of confidential corporate information, VIP protection (e.g. against kidnapping or blackmail), and protecting the organisation from liability through insurance and legal clauses. 

* In the ‘Defensive’ concept, security has connotations of protective procedures (e.g. no-go areas, curfew times, convoy driving, checking-in of visitors to the premises) and protective devices (helmets, flak jackets, barbed wire, radios). 

* In the ‘Multi-dimensional’ concept, security brings into play the values and principles of the organisation, its mandate and mission, contextual analysis and scenario monitoring, positioning among and relation to a multitude of actors in a particular context, the nature and design of the field-level programmes and the way it manages all of its staff.
-
Security risk reduction strategy:


Generally, three strategies exist to reduce or remove security risks: ‘Acceptance’, ‘Protection’ and ‘Deterrence’.

* The ‘Acceptance’ approach to security tries to remove threats by developing wide-spread acceptance by all actors (community, local power structures etc). It involves developing and maintaining relationships, communication and participation and conscious staff recruitment and management.
* The ‘Protection’ approach focuses on reducing staff vulnerability to risks by implementing procedures, avoidance of working in/visiting of certain areas and using equipment to secure themselves against the risks. This involves protection devices, coordinated operations, operational procedures and training & staff awareness.

* The ‘Deterrence’ approach attempts to reduce risks by containing or deterring the threat with a counter-threat. This strategy is the most difficult for NGOs and often controversial. This might involve the threat to suspend and/or withdraw from program activities, diplomatic pressure, armed protection or even military deterrence. 


-
Security policy:


A description of the organizational mandate in relation to insecurity, organizational security principles and the main security responsibility/authority division within the organization.
-
Security plan:


A description of a specific, context related analysis of the security situation, the analysis of the risks (threats and vulnerabilities), the risk reduction measures, SOPs and CPs and method of incident reporting & analysis. 
-
Security procedures:

A set of pre-established specific and comprehensive procedures for staff to follow in order to prevent or minimise insecurity (SOPs) and coordinate the response to security incidents (CPs).

-
Security equipment:


Materials and equipment to provide adequate security, e.g. communications equipment, reliable vehicles and maintenance facilities, protective walls and alarm systems, bomb shelters, emergency food and water supplies, etc.
-
Six steps of security circle:


A systematic and sequential approach to security, usually described in the security plan. It involves context analysis, risk assessment, risk reduction strategies, SOPs, CPs and incident reporting and analysis.

-
Standard Operational Procedures (SOPs):


A set of pre-established specific and comprehensive procedures for staff to follow in order to prevent or minimise insecurity.

-
Threat:


A potential act that may result in harm to staff or loss of/damage to the organizational property or programme. The threat may be to an individual, the organization or its programme activities.
-
Vulnerability:

The extent to which the staff, program or property of the organization is exposed to a threat.
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