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Abstract 

Safety and Security of staff abroad. An analysis of international organizations 
working in non-industrialized countries. By Matthias Wagner 

  

Natural disaster, acts of crime and terror as well as collapsing societies are threatening the 

world. This paper looks at how NGOs, governmental development agencies, humanitarian 

organizations and private companies are adjusting to complex contexts they are operating 

amidst. Organizations operating in these fragile environments become more and more 

exposed to risks deriving from political instability and even increasingly not only become 

the victims of violence, but also deliberate targets. This development signifies a substantial 

challenge to organizations and companies from industrialized countries operating in fragile 

contexts.  

While those organizations or companies are legally responsible to ensure the safety and 

security of their staff they send overseas, they are often neither prepared for the 

challenging contexts nor do they have the necessary technical personnel and expertise to 

tackle present or emerging risks. 

Therefore, this paper argues that the existence of an adequate risk management system is 

dependent on the development of a strong organizational culture attentive to security 

culture as sub-culture to ensure business continuity, minimize harm and fulfil social and 

legal responsibilities towards their employees.  

In order to test the hypotheses quantitative and qualitative research on security risk 

management and security culture in the three aforementioned types of organizations was 

undertaken. Findings were visualized in a matrix to present the causality between security 

culture and security risk management along drivers of security culture and security risk 

management measures which leads to a certain degree of Humanitarian Risk 

Management. The results show, that the degree of Humanitarian Risk Management, is 

dependent on the degree of security culture and the level of security risk management. 

Furthermore there is positive causality between security culture and security risk 

management measures implemented by organizations.  
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Chapter 1 Introduction 

Introduction 

 

‘We are angered by the senseless loss of life of dedicated and committed 

international servants who are trying to help those unfortunate enough to be caught up in 

war, civil conflict and poverty. In fact, the pendulum of UN security has now swung far past 

the mid-point and in many cases UN staff members are no longer seen as neutral providers 

of services but rather are considered as deliberate targets for terrorist attacks’ (Bellamy, 

2004: 1). 

 

In 2011 the highest number of killed, kidnapped or wounded aid workers was 

recorded. The total number had increased significantly in comparison to the previous years 

(SMI, 2013; Stoddard et al, 2012, 2011; Van Brabant, 2010). Moreover, there is an 

increase of disasters and crisis worldwide And  the number of deployed staff working in 

partner countries that present a serious security challenge increased, too (de Guttry, 2012). 

According to various studies the security situation became significantly more dangerous in 

the last decade in a number of regions (Schneiker, 2011: 628) although one has to admit, 

that most of the incidents were recorded in a small number of high risk countries (Stoddard 

et al, 2012, 2011; Van Brabant, 2010). Over time, a shift in the motivation of attacks 

occurred. Nowadays politically motivated attacks are increasing as well as the level of 

criminal acts against internationals in insecure environments (Van Brabant, 2010). But 

nevertheless, there is a slight decrease in security related incidents against aid workers in 

other contexts (non-high-risk settings). This could lead to the assumption that organizations 

improved and increased the application of better security management. The same applies 

for private business companies as well. One striking example was this: Following the 

French military intervention in Mali, the foreign jihadist group ‘Signatories in Blood’ with 

links to Al Qaida launched an attack against the Tiguentourine gas facility in January 2013. 

The group took over 850 civilians for hostage and killed thirty-nine foreign hostages. 

(Muhwezi et al, 2013).  
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Today, development, and humanitarian organizations as well as private business 

companies review their security risk management approaches, and increasingly discuss 

how to cope with security risks and how to prepare staff for overseas deployments. The 

basic approaches of security management and risk management strategies in 

industrialized countries are not fully applicable across contexts worldwide (Van Brabant, 

2010). There is an urgent need for tailor-made approaches. Furthermore, approaches to 

protect civilians, e.g. beneficiaries, the local population, or the like may be quite different 

from those for the protection of aid workers (Van Brabant, 2010). Despite that, they may be 

similar to the approaches of private business companies, operating in the same 

environment.  

Researchers often state that organizations miss out on dedicating time and 

resources to the issue of security. Security Management should not be an ‘add-on or luxury 

for organizations’ (Van Brabant, 2010: 3). Since the world financial crisis following the 

incidents in fall 2008, a number of mechanisms and controls in the field of financial risk 

management, such as BASEL I – III (a set of minimum capital requirements for banks) 

were implemented. In consequence, organizations should spend the same attention to the 

safety and security of staff. Van Brabant (2010) argues that the high level of insecurity 

organizations in NIC countries are exposed to is gravely hindering the access to certain 

regions and to stay in those regions, especially in high risk areas.  

In general the host nation government takes the responsibility to protect civilians in their 

country (Van Brabant, 2010). Especially in post-conflict countries and high risk countries 

their overall capacity to do just that is very low. They are not able to keep law and order at 

an acceptable level where the safety and security of humans can be protected. Additionally 

host nation governments cannot take over the responsibility for duty of care for staff 

employed by (international) governmental or non-governmental organizations as well as 

private business enterprises (PBE). There is a necessity for the organizations to ensure 

duty of care according to their home country regulations as well as their understanding of 

values and responsibilities. As a result, the organizations need to implement measures to 

meet this responsibility (Van Brabant, 2010). The concepts of corporate security, generally 
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based on travel security, are insufficient to operate in insecure environments. Security risk 

management plays a much more significant role in insecure environments (Blyth, 2008: 6). 

One could even state that the complexity of these difficult environments, legal requirements 

as well as the general sense of social responsibility and duty of care towards an 

organization’s employees therefore requires additional measures (de Guttry, 2012; UN, 

1966; EU, 2000).  

Aims and objectives of the dissertation 

Nowadays, different sectors, such as governmental development agencies, non-

governmental organizations (NGO), humanitarian actors, private enterprises and 

international military forces are operating in the same kind of ‘theatre’ at the same time. 

The research intends to discover what organizations like (international) governmental 

organizations ((I)GOs), (international) non-governmental organizations ((I)NGOs), 

humanitarian organizations, political foundations and private business enterprises (PBE) 

are doing to ensure the safety and security of their staff working in non-industrialized 

countries. Thus, one objective of this dissertation is to discover, whether the focus group 

organizations and enterprises fulfil their obligation in regards to duty of care or whether 

they are even going beyond their obligations and if so why. This study has a second aim: 

Analysing the differences or similarities between the different risk management systems of 

selected focus groups and determining whether the concepts of security risk culture and 

‘just culture’ influence those systems. The intensity of Security Risk Management (SRM) 

systems resulting from those specific cultural traits will herein be called Humanitarian Risk 

Management (HRM).  

The argumentation in this dissertation is assuming that the level of HRM depends 

on the level of security culture and SRM characteristics. General speaking: weak drivers of 

a security culture lead to a weak security culture in general which then leads to an ailing 

SRM. It is assumed that there is a causal link between security culture and SRM 

characteristics. As a result, the importance of security, the commitment by top 
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management and the basis of truth are seen to be the most essential drivers for a healthy 

security culture and thus a strong HRM concept.  

To provide a framework for the research it is essential to define the main terms used.  

Definitions: 

Non-industrialized countries (NIC – countries) 

The term ‘non-industrialized countries’ (NIC) in this paper describe various contexts 

that cannot be categorized as industrialized countries. The term does not demand that non-

industrialized countries reflect a state with a low level of economic industrialization. 

Moreover, organizations and enterprises from industrialized countries engage in NIC 

contexts such as developing countries, development countries, fragile states, high risk 

countries or failed states that are characterized by open armed conflicts or war, a lack of 

civil order and/ or the presence of groups aiming to fight the current political system with 

the tactics, techniques and procedures of asymmetric warfare. The term is introduced to 

describe a context which differs greatly from the context and framework in industrialized 

countries with a focus on security and good governance. The criteria for NIC countries are 

(1) living condition, (2) level of law and order, (3) stability of the political system, (4) level of 

democracy, (5) level of transparency, (6) level of corruption, (7) capabilities of security 

forces and lastly (8) security situation. Another factor for countries to be seen as NIC is a 

higher likelihood that the life and physical integrity of expatriates or host nation staff 

working for the organizations defined above are threatened and require measures to 

ensure the safety and security of staff which would not be necessary in industrialized 

countries. This leads to the necessity of a tailor made SRM approach, which in this 

research is called Humanitarian Risk Management. 

Security Risk Management (SRM) 

First of all SRM is used by various organizations and enterprises to cope with 

certain security situations, such as kidnappings or terror attacks and to ensure the safety 

and security of staff. Nevertheless, SRM is often based on an isolated process to identify 

and assess risk and to cope with uncertainty while implementing contingency measures or 



 12 

to plan for emergencies. Michael Blyth (2008) characterized SRM as the management of 

security with a focus on business project management and an approach capitalizing on 

protection and deterrence. Furthermore SRM often focusses on a protection or a 

deterrence strategy and is based on travel security approaches. 

Humanitarian Risk Management (HRM) 

HRM is employing a holistic approach, considering the context of SRM including the 

cultural framework and aims to provide a model to ensure safe and secure working 

conditions for staff working overseas. It also considers the various human and non-human 

drivers of a security culture as well as activities and procedures of SRM. The HRM model 

consists of selected instruments, processes and good practices from different SRM 

concepts such as ‘Corporate Security’ (Blyth, 2008; Borodzicz, 2005; Vellani, 2009) or 

‘SRM in insecure environments’ (Van Brabant, 2000, 2001, 2010). Furthermore, HRM is 

characterised by a combination of the minimum standards from People in Aid, VENRO, 

Irish Aid and insurance companies (Irish Aid, 2013; People in Aid, 2003; Unfallkasse des 

Bundes, 2008; VENRO, 2003) (figure 73 Annex A).  

The term humanitarian does not imply that it is only applicable for humanitarian 

organizations or is only based on humanitarian principles (humanity, neutrality, impartiality, 

independence) (ICRC, 2004; OCHA, 2012). However, the HRM model and the people 

working in HRM are taking humanitarian principles into consideration to enable 

organizations to reach their goals. E.g. HRM is independent and neutral and risk 

management advisors following the approach are talking to all stakeholders but do not 

work together with all stakeholders. Moreover, the roots stem from (security) risk 

management approaches used by humanitarian agencies such as the ICRC in 2003 in Iraq 

(ICRC, 2004). HRM distinguishes itself from SRM by resorting to a strategic acceptance 

approach and the analysis of activities according to the do-no-harm approach (Anderson, 

1999). The use of the do-no-harm approach can also be applied in PBEs. It even supports 

business success.  
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Duty of care 

Duty of care describes an obligation of employers towards employees to protect 

them against foreseeable risks which may harm their life and physical integrity or impact 

healthy working conditions (BGB, 2013a, 2013b, 2013c; BMJ, 2012; Claus, 2009; 

Corporate Manslaughter and Corporate Homicide Act, 2007; de Guttry, 2012; ICJ, 1949; 

Unfallkasse des Bundes, 2008). Therefore it is the duty of employers to assess the working 

environment and to identify potential risks. Furthermore, risk mitigation measures should be 

applied to protect the life and physical integrity of employees or to ensure healthy working 

conditions. It does not only apply for safety issues (work safety, health) in home countries 

but also for security issues (acts of violence threatening the physical and psychological 

integrity of staff or values) for organizations deploying staff overseas (Van Brabant, 2010). 

This fact is essential for the evaluation of a SRM system or model and is therefore an 

essential driver for a strong security culture contextualized in a just cultural environment 

which is therefore of great importance for this research project (Dekker, 2008).  

Just Culture 

Just culture is one driver of security culture. James Reason identified four 

interlinked subcultures contributing to a safety or security culture. Safety can be used 

interchangeably with security in the argumentation. These subcultures are reporting 

culture, just culture, flexible culture and learning culture (Reason, 1997: 196). In general, 

‘culture is not what an organization has, rather than something what an organization is’ 

(Reason, 1997: 220, original emphasis). It is characterized by a reporting system which 

supports a confidential (anonymous) reporting of all errors, incidents and near miss 

incidents without fear (blame-free), the follow up of incidents, the empowerment of staff on 

the ground, and the personal accountability of staff for safety and/or security (Lekka, 2011, 

Dekker, 2012). Dekker (2008) adds that there must be a clear statement about 

accountability available to the group of reporters. If there is a need for an official 

investigation (e.g. the commitment of a crime) the identity may me disclosed for trials. A no-

fault/ no-blame approach to a certain extent is essential for a successful development of a 

just culture (Bohne and Peruzzi, 2010; Cohen, 2000; Cooper, 2000; Donahue and Tuohy, 
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2006; Douglas, 1992, 1994; Guldenmund, 2000; Hader, 2006; Harper and Helmreich, 

2011; Helmreich, 2000; IOM, 1999; Johnston, 2005; Leape and Berrick, 1999; Lekka, 2011; 

Provera et al., 2008; Reason, 2000).  

Contrary to this statement, Dekker (2008) cites Gain (2004) who argues at a 

different level. Gain (2004: viii, original emphasis) states that a ’no-blame’ approach is 

neither feasible nor desirable. Most people desire some level of accountability when an 

error occurs. Pellegrino supports the statement and adds that a ‘blame-free system with an 

absence of personal accountability is wrong’ (2004: viii, original emphasis). Dekker (2008: 

177) underlines that it is not enough to draw a line between acceptable and non-acceptable 

behaviour but it is necessary to identify who draws the line. He further states that if there is 

no line, ‘anything goes’ – so why should errors be reported? Marx (2001: 3) argues that it is 

about the balancing of the need to learn from errors and the need to take disciplinary 

action. Dekker (2008) puts that in other words stating that ‘just culture is meant to balance 

learning from incidents with accountability for their consequences’. He clearly argues that 

the accountability of people and blaming people are two different things. This supports the 

argument that SRM or HRM cannot be seen as isolated concepts. Moreover it shows the 

interactive complexity of the topic of SRM/ HRM, supporting the argument that sit is tightly 

coupled with cultural factors and concepts. This fact underlines the importance of the 

consideration of cultural aspects for the analysis of SRM. 

High Reliable Organizations (HRO) 

The just cultural approach was first identified in the discussion about HROs to foster 

an error-free environment. Charles Perrow’s Normal Accident Theory (NAT) was the 

starting point for the development of a just cultural approach. He argues that accidents are 

not preventable due to interactive complexity and tightly coupling of a system (Perrow, 

1999: 4-6). During the past ten years, organizations learned a lot and changed from being 

purely profit oriented, hierarchical organizations to organizations with a focus on social 

responsibility, safety culture and value management. Organizations seem to reach a state 

of high reliability and safety objectives (Lekka, 2011). In general, a HRO is characterized as 

(nearly) error-free organization, tightly coupled and with a high level of interactive 
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complexity (Perrow, 1999). Examples for HROs are nuclear power plants, chemical 

companies or air traffic controller. Weik and Sudcliffe (2007) argued that the characteristics 

for HROs are more specific as defined by Perrow. Weik and Sudcliffe (2007) defined 

organizations working under difficult circumstances with statistically less errors and 

incidents as high reliable.  

Interactive complexity as defined by Perrow (1999) can also include system 

complexity. Therefore the term HRO is not limited to interactive technical complex and 

tightly coupled organizations such as nuclear power plants but also includes system 

complexity. To achieve a state of high reliability it is essential to take certain factors and 

developments into consideration and to foster just culture. (Lekka 2011: v). 

The structure of the dissertation 

This research comprises of 4 chapters. The literature review (chapter 2) focusses 

on security culture as a framework for SRM. Following this, the dissertation will elaborate 

on research methods used, focussing on the techniques of semi-structured interviews and 

online questionnaires (chapter 3). Chapter four will then represent the findings from the 

online questionnaire, interviews considering available data from the literature and 

discusses the argumentation with the findings. Finally, the main findings are summed up 

and suggestions are made for further research (chapter 5). 

Chapter 2 Literature Review 

The review of the literature starts with a review of literature on security and just 

culture. Late literature argues that organizational culture influences security culture and 

thus the concept of security risk management and implemented strategies as well as 

measures. The last section reviews SRM in insecure environments, leading over to the 

particularities of Humanitarian Risk Management. 

Security and Just Culture 

In 1939 Lewin et al (1939a) created the term ‘organizational climate’ which can be 

seen as the beginning of the discussion about organizational culture. Nevertheless, the 
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beginning of discussions about culture was focused on small rather than globalized groups 

(Prasad and Prasad, 2009: 129). In the mid-1970s researchers started framing the concept 

of organizational climate and later national culture (Morgan, 1986). Issues related to 

organizational culture were discussed for the first time as a by-product of the research on 

the ‘Japanese economic miracle’ (Prasad and Prasad, 2009: 129). Ashkanasy et al (2000) 

integrated methods from different sciences into the discussion about the definition of 

culture. In 1979 Pettigrew introduced the term organizational culture. Nonetheless, there is 

no unified definition of culture (Bellot, 2011).  

Even though there is no clear definition, ‘organizational culture exists’ (Bellot, 2011: 

30). It is widely accepted that organizational culture is focussing on the understanding of 

human values (Parker, 2000: 1). Culture is defined by people, their beliefs, behaviour, 

values and world views. Culture ‘is socially constructed and the product of groups, based 

on shared experiences. Each organizational culture is unique and subject to continual 

change’ (Bellot, 2011: 30). It can be influenced or is constructed by its members who share 

the same beliefs, values and ideals (Bellot, 2011; Martin and Siel, 1983). Culture therefore 

is intended to improve the organizational output and create an environment based on the 

overall organizational values. It is an undefined set of normative values which can vary 

between organizations and their needs. Additionally it contains subcultures (just culture, 

learning culture etc.) contributing to organizational culture (Parker, 2000; Prasad and 

Prasad, 2009). There is no static set of subcultures which can be defined as necessary for 

an organizational culture; this depends on the organization and its members and what set 

of subcultures they deem necessary based on the same values and beliefs (Deitelhoff et al, 

2010).  

This dissertation focuses on security culture; a subculture which is closely 

associated with organizational culture and can strongly influence it. Additionally, a weak 

security culture may also hinder change (Ruighaver et al, 2007, Nosworthy, 2000). As it is 

noted in the relevant literature, security culture stems from legal obligations, and results in 

social and corporate responsibility and the importance of security in an organization. 

Borodzicz and many others argue that a risk, safety or security culture operates at an 



 17 

organizational rather than a decentralized level (Borodzicz, 2005; Pidgeon, 1991; Waring 

and Glendon, 1998). The security culture at organizational level and therefore the individual 

or group behaviours in organizations are influenced by and dependent on the context 

people are working in (Mowday and Sutton, 1993). Ruighaver used the eight overarching 

descriptive culture dimensions, used by Detert et al in 2000 to provide an approach on how 

organizational culture and security culture are linked and defined.  

The first dimension, ‘the basis of truth and rationality’, is about how important 

security is perceived by staff and the organization itself. It focuses on the perception of 

security at different levels in an organization and their importance in reality. The second 

dimension that is ‘the nature of time and time horizon’ focuses on the time horizon of 

security approaches and security planning. It describes whether an organization focuses on 

long-term security planning or assumes an ad-hoc incident reaction approach. The third 

dimension that of ‘motivation’ discusses the motivation of employees to participate and 

accept security in an organization. This dimension includes a discussion about the 

accountability of employees and includes a just culture approach to some extent. The 

fourth dimension discusses the willingness and the ability to ‘change’ versus a stability 

approach. Most organizations lack a security change approach while security change 

management and the continuous adoption of innovative approaches towards security 

should be a continuous process in daily base operations (Ruighaver et al, 2007). The fifth 

dimension, ‘orientation to work’ describes the concept of participation and ownership of 

employees in regards to security and the feeling of employees towards security. 

Employees participating in the discussion about security tend to feel less restricted. 

Therefore risk education of employees is an important factor towards providing continuous 

orientation to them. It fosters the perception of participation in security and ownership (Koh 

et al, 2005 cited in Ruighaver, 2007). The sixth dimension discusses the approaches of 

‘isolation versus collaboration’ in security policies and processes. Often these policies and 

processes are handled by single individuals or small groups in organizations rather than in 

a collaborative manner. Being isolated from the process of risk assessment or the 

implementation of a security policy may negatively impact the motivation of employees and 
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the acceptance of security. The seventh dimension discusses the concept of security 

governance, that is, the level of responsibility in security decision making and the level of 

control by the organization as well as the accountability of security decision-makers. It 

means that the orientation of risk management depends on the level of participation and 

support from the upper level of the organization’s management hierarchy. The eighth and 

final dimension examines the ‘internal and external focuses’ on security. According to 

Ruighaver (2007), most organizations focus on passing security audits and meeting 

standards rather than improving security and considering internal requirements. The eighth 

dimension argues in favour of a just cultural environment and the balance between internal 

(context and organization specific requirements) and external (standards, audits etc.) 

influencing factors (Detert et al, 2000; Ruighaver et al, 2007). Detert et al illustrate a 

theoretical framework that links the eight dimensions to a set of values and beliefs that 

represent the back bone of culture. 

In this sense, it can be argued that culture as well as security culture is unique in 

each organization (Ruighaver et al, 2007) as it is dependent on all aforementioned 

parameters. In general, different organizations need different degrees of security but they 

may share the same approaches and concepts to security (Bellot, 2011: 57). Achieving an 

adequate degree of security for an organization is important as long as its employees and 

top management believe that doing so is important (Bellot, 2011). The importance of 

security in an organization is a crucial and essential factor for a strong security culture. The 

acceptance of security by employees is very much dependent on the motivation, the level 

of participation, the ownership of employees and the level of trust towards the management 

(Bellot, 2011). This means that, if both the management places a strong focus on security 

and carries out its responsibilities accordingly, and employees are invited to participate in 

security management, this will be accepted by the latter. Ruighaver (2007) argues that 

employees in organizations with high security standards more often accept limitations than 

employees in organizations with low security standards. Employees tend to be resentful of 

security restrictions and as a result are less likely to accept risk management systems. 

Bellot states ‘Employees feel less restricted when they are motivated and feel responsible 
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for security’ (Bellot, 2011: 60; original emphasis). According to Koh et al (2009), the of the 

manner in which security culture as manifests itself as an organizational subculture 

depends on multiple factors, such as the following: The higher the responsiveness of an 

organization to suggestions of employees, the more frequently security is being discussed 

in an organization. And the more the responsibility for security is shared amongst 

stakeholders, the higher the acceptance of limitations is. 

In its ‘Humanitarian Principles’, OECD (2012) recommended the establishment and 

improvement of a risk culture of organizations, specifically in fragile and transitional 

contexts. As it is explained, organizations should communicate expectations to members of 

staff so as to increase accountability, implement and develop specific security risk 

management frameworks for fragile and transitional contexts and set up special units for 

high risk environments. OECD (2012) describes four risk categories to be taken into 

account ‘contextual’, ‘institutional’, ‘programmatic’ and ‘personnel risks’ in fragile and 

transitional contexts when trying to identify risks and foster the organizational responsibility 

and ultimately culture in organizations. As it is to be expected though, in practice, attempts 

to foster just such an all-embracing culture are fraught with difficulty.  

Another important factor for a proactive and adequate security culture is the level of 

incident reporting, the blame-free approach to reporting and learning in the organization or 

enterprise. Pidgeon and O’Leary (2000) identify two major reasons why organisations fail in 

doing so. The first one is simply (non)-communication and/or the overall lack of information 

and proactive discussion about security. The second reason is that organizations tend to 

blame individuals or groups instead of analysing failures and incidents. A blame culture or 

the lack of truth is dependent on organizational politics and corporate governance and has 

a significant impact on the level of learning in an organization or enterprise. Often 

conflicting messages are communicated in organizations. They significantly influence the 

basis of truth. On the one hand, the management communicates that security is important 

but on the other hand they are not willing to allocate resources (Bellot, 2011). A meaningful 

example can be found in many organizations where a policy is available but not 

implemented at operational level.  
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Deitelhoff and Wolf (2010) argue that employees of an organization must share the 

same beliefs in order to have the same basis of truth. Contrary to this argument Bellot 

states that it is not enough to share the same beliefs, but it is also important to evaluate 

and manage the same basis of truth. This means that the perception of the importance of 

security from employees and the management needs to be balanced with reality (Bellot, 

2011). 

Many (small) organizations are reactive and focus on short-term approaches 

towards security rather than long-term commitment and strategic management (identified in 

big organizations with a high level of security) (Bellot, 2011: 58). Furthermore organizations 

tend to delegate the responsibility for security to individuals or small groups, often junior 

advisors or non-specialized members of staff. Bellot underlines that this approach is not 

acceptable. It should be discussed rather in a larger framework to motivate employees and 

to influence the behaviour of employees positively. Another example that illustrates that 

especially small private business consultancies operating in the field of development aid 

neglect security due to short-term approaches towards security and limited resources.. 

Their main objective is the generation of profit. The ignorance of personnel security can 

lead to a significant collapse of an organization’s posture (Bellot, 2011: 60). Support by the 

management is a significant driver for the development of an organization's security culture 

(Knapp et al, 2006).  

One sub-culture contributing to organizational culture and closely associated with 

security culture is the so called ‘just culture’ essentially important to the analyses of 

whether security culture supports HRM or not (Dekker, 2012). Reason identifies four 

interlinked subcultures contributing to a security and safety culture. These subcultures are 

reporting culture, just culture, flexible culture and learning culture (Hofstede, 1994; Reason, 

1997: 196). Just culture is characterized by a reporting system which supports a 

confidential (anonymous) reporting of all errors, incidents and near miss incidents without 

fear (blame-free), the follow up of incidents, the empowerment of staff on the ground, and 

the personal accountability of staff for safety and security (Dekker, 2012; Lekka, 2011). All 

available definitions about just culture make a separation between acceptable and 
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unacceptable behaviour (Dekker, 2012: 15). In these cases, one finds that there is often an 

approach or culture of blame; a search for the one individual who is responsible and who is 

exposed to be blamed. There is often no real analysis of what is acceptable and of the 

extent to which the system itself contributed to an error or failure (Dekker, 2012; Lekka, 

2011). Dekker argues that ‘wilful violation of individuals is not acceptable; an honest 

mistake is’ (2012: 41). Furthermore, most organizations are lacking an accountability policy 

and a definition of what constitutes acceptable behaviour and what not. If there is no line 

between acceptable and non-acceptable behaviour, anything goes (Dekker, 2012: 16), and 

it is easy understood, such an approach has a negative impact on people’s morale, the 

credibility of the management, the ability to learn from failure (Dekker, 2012: 16), the 

commitment to the organization and job satisfaction (Dekker 2012: 78). Organizational top 

management plays a major role in the implementation of a just cultural environment. CEO’s 

are obliged to undertake good corporate governance and duty of care (ArbSchG, 1996; 

BGB, 2013a, 2013b, 2013c; BMJ, 2012). But they are often too far away from reality, due 

to a lack of information and/or a lack of emotional concern (Toft and Reynolds, 2006).  

Just Culture is therefore about individuals in systems rather than individuals and 

systems. The individual is seen as a symptom and ‘human error is an effect of trouble 

deeper inside the system’ (Dekker, 2012: 80). An organizational security (risk) culture sets 

the standards for good corporate governance and enables the management to minimize 

errors and failures due to the implementation of adequate SRM approaches. In this sense, 

security culture is crucial for SRM. Nevertheless SRM in corporate security departments 

often capitalizes on travel security, protection and deterrence approaches to cope with 

risks.  

The next paragraph is dedicated to the discussion of research on SRM and its 

characteristics. The implemented SRM systems in the field are dependent on the security 

risk culture, believes of people, the size of the organization, the dependence on insurance 

and governmental rules and regulations as well as the ability to contact and to interact with 

local stakeholders and to build relationships and networks (Schneiker, 2011: 637). 
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Security Risk Management (SRM) 

The beginning of the debate about risk and security and the management of risk 

can be traced back to Aristotle who stated that ‘it must be expected that something 

unexpected will happen’ (Aristotle, undated cited in Barnes, 1991). In 1995 Nalla et al first 

researched curricula requirements for security professionals complementing the military/ 

law enforcement approach with business skills. He further identified that security 

professionals need to be able to deal with security screening; site security and site 

protection; PR, IT security as well as government security and information security 

(Borodzicz, 2005; Nalla et al, 1995).  

In 1996 the ‘People in Aid’ (PiA) project first considered the security and well-being 

of members of staff in principle seven of their publication ‘Code of Best Practice in the 

Management and Support of Aid Personnel’ (People in Aid, 1997, 2003). PiA stated ‘that 

an organization can only value itself as highly as it values its people’ (Van Brabant, 1996: 

17). Between 1997 and 2003 organizations significantly improved their approach on 

dealing with security challenges. ‘The HPN Good Practice Review No. 8 discussed the 

characteristics of SRM including processes and procedures of which risk assessment is 

one of the core elements (Van Brabant, 2000). In 2001 Konraad van Brabant and the 

Humanitarian Policy Group published the HPN Report No. 9, which was titled 

‘Mainstreaming the Operational Management of Safety and Security’ (ODI, 2001). The 

report was based on the consultation among twenty Non-Governmental Organizations and 

a comparative review of their perception of their safety and security management. Van 

Brabant reviewed and discussed several factors contributing to a security culture, such as 

the commitment of top management or the importance of security in the organizations. 

Nevertheless, he did not explicitly focus on security culture. Furthermore van Brabant 

designed a security management framework based on the results from the review of those 

twenty organizations. He first outlined a ‘cycle of security’ considering the context, security 

strategies, such as acceptance, protection and deterrence as well as a small set of 

standard operating procedures, emergency planning and post incident procedures. Quite 

differently to van Brabant and his interpretation of security management, Borodzicz (2005) 
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focused in his research on contingency planning, crisis management and crisis response. 

Nevertheless, at this point of time no further research was available for SRM in aid 

agencies.  In 2003 PiA published a revised Code of Best Practice describing eight 

indicators of health, safety and security, that is the availability of a written policy; program 

plans including a written risk assessment; pre-deployment health checks as well as risk 

briefings; evacuation procedures; reporting of accidents and incidents: rest and recreation; 

post-deployment debriefings and organizational support as well as health clearance and 

immunisation (People in Aid, 2003). 

The indicators defined by PiA can also be found in van Brabant’s SRM framework. 

Sennewald and Blyth also supported the statement outlined by PiA and van Brabant that a 

proper risk assessment is essential for security risk management (Blyth, 2008; Sennewald, 

2003). All authors defined the process of risk assessment with the steps of risk 

identification and the analysis of risks. In 2008 Blyth, a former military officer, published a 

comprehensive handbook on security management for corporate security staff with a focus 

on business project management and an approach capitalizing on protection and 

deterrence in 2008 (Blyth, 2008). In there, he covered most of the ‘hard-factor’ 

characteristics of van Brabant’s framework, such as standard operating procedures, 

emergency planning, evacuation planning and crisis management. However, he did not 

consider the ‘soft-factor’ characteristics, such as context analysis or the acceptance 

approach as defined by van Brabant or the International Committee of the Red Cross 

(ICRC). In addition, they discussed the first time components of a security culture and their 

dependence on SRM (Van Brabant, 2010; ICRC, 2004). Ast (2010) defined a best practice 

security management for private enterprises based on travel tracking and intelligence. He 

further defined SRM with crisis planning, communication, lessons learned, reporting, pre-

deployment and security awareness training tailored to the context of business as well as 

necessary networking with other possible stakeholders and actors. Nevertheless, Ast does 

not consider security culture as a crucial element to foster SRM. 

Contrary to the suggestions made by Van Brabant, humanitarian actors, such as 

ICRC in Iraq in 2003 , almost solely focus on the acceptance approach at strategic and 
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operational level, valuing local ownership, good relations and service provision to the 

different stakeholders and beneficiaries the most (ICRC, 2004). In this context, they defined 

their SRM strategy through their identification with and the adherence to humanitarian 

principles (Schneiker, 2011). Nowadays the complexity of contexts and the fact that neutral 

actors increasingly become targets nevertheless leads to an inconsistent adherence to 

humanitarian principles at an organizational level. The application of humanitarian 

principles was believed to be a crucial factor to being safe in insecure environments. But 

there is only a small number of organizations left that apply humanitarian principles as 

stand-alone SRM in a strict manner (Schneiker, 2011). The increasingly dangerous 

contexts force all kinds of organizations to consider other strategies rather than 

acceptance, in order to ensure safety and security of staff and operations, such as applying 

extraordinary measures (Vaughn, 2009: 278). Schneiker states that the use of an 

acceptance strategy alone is not adequate anymore (2011: 634). Van Brabant supports 

Schneiker’s argument and states that acceptance alone is not liable (2010: 55). The use of 

the acceptance strategy based on the identity of organizations became impossible in these 

contexts (Schneiker, 2011; Stoddard, 2013). But some actors in the aid sector still reject 

security measures due to their belief they could question their identity and beliefs in 

humanitarian principles (Britton, 1997: 22; Edwards 1997: 241). The number of discussions 

regarding the characteristics of SRM has risen over the past years (Barnett and Weiss, 

2008).  

The OECD (2012a) uses similar characteristics for Security Management focussing on risk 

assessment, contingency planning, crisis response and crisis management, reporting and 

post incident reviews. The threshold is often defined by the balance of monetary costs and 

benefits. Despite that, in 2012 OECD identified that there is a lack of risk assessment 

frameworks for operations in fragile states (2012a:48). 

Projects may be closed prior to completion which is resulting in lost projects costs for 

donors or the organization if there is no professional SRM in place (Blyth, 2008). A 

professional SRM system is understood as a tool to enter and remain in danger zones (Van 

Brabant, 2001: 1-2). OECD (2012a) underlines the importance of corporate governance 



 25 

related to security risk management. Sufficient and appropriate measures require an 

organization-wide SRM by establishing clear lines of management and governance 

responsibility. As an example, having a policy in place makes security risk management a 

corporate responsibility rather than an operational issue and reduces inconsistencies in 

operational practices (Van Brabant, 2001). OECD demands to implement proper tools for 

the identification, the evaluation and monitoring of key risks (OECD, 2012a: 68). The 

engagement in non-industrial contexts, specifically in fragile and transitional contexts, as 

well as the acceptance of risks requires the backing of political decision makers, incentive 

structures, sufficient staff capacity and appropriate institutional processes and control 

measures (OECD, 2012a: 3). Risk Management is an investment in the present and future 

(Roper, 1999: 4). It cannot protect everything but the most essential assets first (Roper, 

1999: 9). An organization working in a high insecure environment may only focus on 

emergency plans, neglecting the identification and assessment of potential risks. In fact 

critical risks may not be identified, considered and treated and therefore lead to significant 

or catastrophic consequences (Borodzicz, 2005: 23). Van Brabant (2001) described the 

lack of interest, right periodization and commitment by the top management to the concept 

of SRM as well as the negligence of the situation and of the acceptance of risks as 

influencing factors to this. Furthermore he argued that a lack of organizational culture 

significantly hinders the improvement of effective SRM. Argumentations against prioritising 

and investing in better safety and security delay and/or hinder improvements in security 

(Van Brabant, 2001: 1). In consequence SRM is only effective if the top-level management 

is committed to following up on recommendations (Van Brabant, 2001: 2). The top 

management or the CEOs have a crucial and essential role in the implementation of 

security risk management as well as a security risk culture in the organization. One 

respondent stated that ‘safety and security does not start with the employee you recruit, it 

starts with the type of CEO you recruit’ (Van Brabant, 2001: 2, original emphasis). 

However, not only the will in organizations is crucial to implement SRM. Rather, insurance 

companies are putting enormous pressure on organizations and demand the 

implementation of risk mitigation measures. 
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From a legal perspective many insurance companies question what prevention 

measures organizations and companies apply (Borodzicz, 2005). Schneiker (2011:637) 

argues that there is no pressure from such insurance companies to implement proper risk 

management measures in organizations working overseas, as in the case of German 

insurance companies. A reason for Schneikers argument may be the fact, that German 

organizations under the umbrella of the Federal Accident Insurance always compensate 

damages and loss, except gross negligence and crime (HDI, 2013). In general there is a 

difference between federal accident insurance companies and private insurance 

companies. While federal accident insurances cover all costs regardless of nature and 

outcome, private insurance companies enforce a security concept. An illustrative example 

can be found in the fact that in 2007 there were more than 31,000 registered legal 

proceedings related to the negligence of corporate duty of care and compensation 

(Diedenhofen, 2008).  

In addition to the legal obligations and duty of care SRM can also have positive 

impacts. Beside the obligation to ensure the safety and security of staff, security 

contributes to enterprise and corporate profits by reducing or eliminating preventable 

losses (Sennewald, 2003: 20). Ale’s system theory provides a metaphor for a Humanitarian 

Risk Management model. According to this system, everything in our life can be described 

as a system. People and machines rarely, if ever, operate in isolation (Ale, 2009). Systems 

are dependent on sub-systems which are tightly intertwined (Ale, 2009; Reason, 1997). 

Ale’s system theory is taking into account human factors as well as technology. He argues 

that there is always an input to a system, resulting in a certain output. The things 

happening in between are perceived as a black box. Especially in insecure environments it 

is essential to apply an adequate approach to manage risks. Organizations and companies 

operating in NIC countries are facing significant complex contexts and dynamic situations. 

Organizations and companies often claim to operate nearly error and fault free to deliver 

the services they are tasked to do or to make profits. They claim to be an error-free, 'high 

reliable organization' (Reason, 1997). 
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Chapter 3 Research Methods  

The research project compares different approaches towards SRM in organizations 

and enterprises deploying staff overseas. It analyzes the relationship between security 

cultures in organizations and the implemented SRM processes and activities. Chapter 3 

gives detailed information about the design of the research project, sampling procedures, 

data gathering tools and challenges which appeared during the research. In addition it 

describes the method of evaluation and interpretation of the data. The chapter will provide 

transparent information to the reader on how data was gathered and errors were handled. 

It explains why certain techniques, such as semi-structured interviews as well as an online 

survey/ questionnaire were used for data collection. The first paragraph gives an overview 

about the research design, followed by the description about data gathering tools used in 

the research. The next paragraph explains the techniques used to analyse the data 

followed by information on sampling procedures and the process of identification of focus 

groups. Finally challenges will be pointed out which occurred during the research project. 

Research Design and techniques of analysis 

Mixed methods were used for this research project (Bryman, 2009; Creswell and 

Plan Clark, 2007). The following paragraph discusses why the researcher decided to use 

an online survey/ questionnaire and semi-structured interviews for data gathering. All 

gathered data was triangulated between primary data from the online survey, semi-

structured interviews and data available from literature as described by Porter (Porter, 1994 

cited in Module 3: 5-32). Data from the online questionnaire (quantitative and qualitative) 

were complemented with data from semi-structured interviews (qualitative) (Prasad and 

Prasad, 2009). 

The overall research design used in the project is based on a correlational design, 

looking for associations or relationships between variables (Institute of Lifelong Learning 

(2011) Module 3, Unit 5: 5-11). In this case it assesses the relationship between security 

culture and SRM. 
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The data analysis intends to show whether a causal relationship exists between the 

level of security culture and the level of SRM (figure 1). What is more, it attempts to 

compare the level of HRM in organizations. Beside the focus groups used in the research 

((I)GOs, (I)NGOs, PBEs) two other organizations or sub-groups are presented in figure 1 

as control groups to illustrate if there is a causal relationship between security culture and 

SRM. The data gathered from the online questionnaire was translated into percentages, 

showing what percent of each focus group chose a particular answer to each question. The 

figure below shows the relationship between security cultures on the x-axis, whereas SRM 

is on the y-axis. Thus, the more developed a security culture the more elaborate the SRM 

is and vice versa. Some of the questions of the questionnaires directly relate to the 8 

dimensions of security culture and respectively to drivers of security culture, as mentioned 

above and characteristics of SRM. Interviewees were asked about their perception whether 

a security culture exists as well as whether the drivers of security culture exist. All aspects 

were translated into percentages and the median percentage presented the basis for the 

location at the x-axis (figure 1). The same applies for the characteristics of SRM. The focus 

groups are mapped on the graph according to their answers, reflecting their respective 

relationship to SRM and security culture. 

 

figure 1 

The analysis of the raw data was done based on the outcome of the online 

questionnaire. Each question was evaluated by focus group. Errors were distinguished and 

percentages were calculated according to the de-facto participants of each question and 

focus group. That means each question was evaluated according to the actual participants 
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in each question. For instance, 20 participants from focus group A participated in the 

survey but only 18 participants answered question X. Question X was than evaluated with 

18 participants. Graphs with all the answers as well as the focus groups mapped in them 

are available in Annex C of the dissertation.  

The average percentages of the extent to which groups adhere to SRM 

characteristics as well as the drivers of security culture are shown in figure 2 presented in 

chapter four. The UN as well as political foundations were extracted from the focus groups 

so as to use them as control groups because it was assumed that such institution has a 

high level of HRM and therefore a high level of security culture and SRM characteristics. 

Political foundations were assumed to present a low level of HRM and therefore a low level 

of security culture and SRM characteristics. The assumptions were based on own 

observations and assessed with data from the questionnaire. The above mentioned control 

groups were also used to provide evidence for the causality of security culture and SRM 

characteristics. Data from interviews contributed to the analysis of data as well as the 

argumentation and discussion in chapter four. Having identified the methodological 

framework, the techniques and instruments for the data collection were then identified and 

designed.  

Data Collection Tools 

The author decided to use three different methods and instruments for data 

gathering. The first instrument was intended to gather quantitative and qualitative data 

about the existence of processes, procedures and measures used in SRM concepts by the 

focus groups. Therefore an online questionnaire was designed. It appeared that there is a 

significant amount of data necessary to analyse the level of SRM in organizations. The 

assumption was that open questions alone will make an analysis and comparison difficult. 

Therefore a self-completion ‘hybrid survey’ was used and the online questionnaire was 

designed in the form of a qualitative and quantitative questionnaire, as such a 

questionnaire is described by Rose (1982: 10 cited in Module 3: 6-23 – 6-24). The majority 

of answers were pre-defined according to the ‘Discrete Likert Scale’ to ensure the 

comparability of data (Module 3: 5-28) and to provide a set of categories to the participants. 
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Additionally, space was given for some questions to provide qualitative data as well. 

Therefore open and closed questions or ‘free-text’ fields were provided. It is important to 

note that questions can easily be understood by participants without further clarification 

The self-completion approach has the advantage that the researcher’s bias, the so-called 

interviewer effect is substantially reduced (Rose, 1982 cited in Module 3: 6-23 – 6-24). 

Complementary to the online questionnaire, semi-structured interviews according to 

Fielding were carried out to gather qualitative data from representatives of the focus groups 

and to collect more detailed information (1993, cited in Module 3: 6-11). The researcher 

decided to use semi-structured interviews because of the biggest possible flexibility and the 

lowest possible ‘interviewer effect’. Through the choice of this approach potential errors 

could be reduced and the researcher’s bias was kept on an acceptable level.  

Online Questionnaire 

The questionnaire includes 58 questions related to the security culture, SRM 

processes and procedures as well as the acceptance of SRM in organizations. The 

questions refer to the minimum requirements from different actors (table 1), such as People 

in Aid, Irish Aid, the German Federal Insurance and the Humanitarian Policy Group, as well 

as lessons learned from the field. 

The eight dimensions of security culture by Ruighaver et al (2007) were taken into 

consideration when designing of questions. Furthermore control questions were included to 

cross check answers from participants and to detect deviation from previous answers. In 

addition, advantages and disadvantages as described by Nachmias and Nachmias 

regarding the design of online surveys were taken into consideration (1981, cited in Module 

3: 6-28). The researcher intentionally decided to use leading questions, hypothetical 

questions, closed and open questions to explore a wide range of information necessary for 

the research project. The reason is that the questionnaire was used to gather qualitative 

and quantitative information related to the dimensions of cultural aspects, measurable facts 

as well as the perception of participants. The order of questions was chosen, so that 

questions referring to the macro level (culture) come first before addressing Van Brabant’s 

model on individual risk management measures (micro level) in SRM. Closed questions 



 31 

were presented with pre-defined answers according to the discrete Linkert scale (1-6). This 

scale was employed in order to force the participants to decide for a value instead of 

choosing the middle which is possible on a scale between 1 and 5. Leading questions 

provided space for qualitative answers. In addition, in the case of closed questions, the 

possibility was given to add free text if the answers provided did not match the specific 

context of an organization. During the error correction phase in the data analysis the 

information from open text fields was taken into consideration.  

The online questionnaire was sent to representatives from the focus groups via E-

Mail. Additionally it was distributed through security business networks such as the 

European Interagency Security Forum (EISF) (a European NGO security network with 58 

member organizations), the Securicon network (a security network of 25 German PBEs) as 

well as security groups in the social media networks LinkedIn and Xing. The author is a 

member of these networks and directly requested the participation from the network 

members and others outside these networks. The network includes development workers, 

humanitarian workers, risk management and security advisors, heads of corporate security 

units, CEOs, project team leaders and team members from all types of organizations from 

the focus groups. Potential participants were initially chosen according to their experience, 

technical knowledge and likelihood to provide valuable information. Subsequently, these 

participants were asked to forward the link to the online questionnaire to people with the 

required knowledge out of their organization (snowball sampling) (Module 3: 5-31). A 

disadvantage of this procedure is that the researcher has no control on who really fills out 

the questionnaire. To minimize potential errors as much as possible, certain cross-check 

questions were integrated into the questionnaire to ensure a higher reliability of data. 

Due to the anonymity of the online survey responses cannot be traced back to a 

certain individual or organization. Nevertheless, participants were requested to answer to 

which type of organization they belong to. This approach ensures a high level of 

confidentiality to create a platform to discuss and describe security in organizations openly. 

Without this procedure it would not have been possible to gather data without any 

sanitization or to convince organizations to participate in the research in the first place. 
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Furthermore the participating organizations were highly interested in the outcome of the 

research, in order to use it internally as a benchmark for further risk communication, risk 

education and the improvement of their SRM setups. Therefore, it was offered to 

participants to provide the raw data as an incentive upon termination of the survey. 

All participants received a description about the research project, the informed consent 

form as well as ethics officer approval together with a link to access the online 

questionnaire. Only a few respondents used the forms to provide a formal approval from 

their organization or company. The majority of respondents did not provide an approved 

form due to the anonymity of the questionnaire. The questionnaire was published on the 

online questionnaire platform Q-Set (www.q-set.de) and was accessible from April 30th 

2013 until July 15th 2013. Due to the unavailability of some participants, the access to the 

online questionnaire was extended on request until August 6th 2013. Furthermore a 

reminder was sent to all contacted potential participants after the first 2 weeks and again 

after 2 weeks to maximize the response rate and to counter the disadvantage of a low 

response rate in online surveys. The reminders lead to an increase of participation and the 

number of participants were monitored through the back-end of the survey system. 

Semi structured interviews 

Semi-structured qualitative (telephone) interviews covering the issues addressed in 

the questionnaire were carried out to complement the data from the questionnaires. The 

target group consisted of employees from (I)NGOs, (I)GOs and PBEs. They were chosen 

according to the ‘purposive sampling procedure’ (Module 3: 5-31). That means that 

interview partners were chosen depending on their experience in the field, technical 

knowledge and the likelihood to provide valuable information for the research project. 

The semi-structured interviews were carried out with selected contacts from the above 

mentioned networks. The members contacted include employees from all sectors, the 

German governmental organizations and German non-governmental organizations (e.g. 

German Agra Action (WHH/ GAA), German Development Cooperation (GIZ), German 

Development Bank (KfW), the former German private corporate security network Securicon 

http://www.q-set.de/
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(nowadays IBWS Informationsbüro Wirtschaftssicherheit), international non-government 

organizations such as OXFAM, Norwegian Refugee Council (NRC), Danish Refugee 

Council (DRC), Irish Aid etc. and from the private sector (BMW, Siemens, MAN, BASF, ASI 

etc.) as well as insurance companies. The range of respondents was meant to contribute to 

a comprehensive overview about safety and security culture (some organizations do not 

differentiate between safety and security) and SRM set-ups in development organizations 

as well as the private sector. During the data gathering phase six interviews were carried 

out with individuals both on a one-to-one basis and via telephone between May 15th 2013 

and June 15th 2013 for approximately 1.5 hours each. The questions for the interview had 

been provided via E-Mail to the participants in advance. Nevertheless, the interview scripts 

from two interviews were crosschecked by the media departments of the participant’s 

organization. This led to some answers being deleted or left out. Furthermore the phrasing 

of some answers was amended based on the organizational media department guidelines.  

Own observations  

Own observations contributed to the data gathering according to Nachmias and 

Nachmias ‘uncontrolled observational system’ (1981, cited in Module 3: 6-4). This 

technique enabled the researcher to study real life situations, actions and activities as they 

occurred. It further enabled the researcher to observe different organizations in different 

contexts without following a strict methodology. This ensured flexibility required during the 

research. The observation of procedures, actions and activities was not part of the 

research project as such but derived from the experience of the researcher in the field of 

SRM working in different contexts, with different organizations. However, the author did not 

record the results of his own background information due to his working experience (13 

years) in the field of SRM. Own observations contributed to the analysis in chapter 4. 

Research Focus Groups 

Individuals participating in the research project were employees of organizations or 

enterprises working overseas. They share the same experiences while being deployed 

from an industrial country, working in the same context and being exposed to the same 

security situation. The types of organizations participating are divided into three focus 
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groups. The first focus group contains all types of private business enterprises (PBE) such 

as development aid consultancy companies or other PBEs from all private sectors with 

operations in NIC countries. The second focus group includes (I)GO including political 

foundations, governmental units such as diplomatic entities working in the field of 

development aid or humanitarian aid, subordinated governmental offices such as offices 

from police forces or ministries from donor countries, (international) governmental 

development organizations including their humanitarian aid units. This means (I)GOs from 

industrial countries with operations in non-industrialized countries were selected. The third 

focus group comprises all possible types of (international) non-governmental and non-profit 

organizations ((I)NGO) including (I)NGOs in the field of development aid, (I)NGOs including 

humanitarian operations and Humanitarian Organizations. NGOs from host nation 

countries were excluded, because this dissertation focusses on organizations from 

industrialized countries with operations in non-industrial countries. 

The classification of individuals working in the same sector into a certain focus 

group was necessary to ensure the comparability of data gathered from the online 

questionnaire and the interviews. The criteria for the selection of focus groups were the 

type of operation and their perception of neutrality. The group of PBEs includes all 

enterprises with the aim to generate profit from the work they are doing. This also includes 

private consultancies in the field of development aid that provide services for profit. The 

group of (I)GOs includes all organizations subordinated to a government and primarily 

funded by home country government. This also includes governmental organizations or 

agencies with non-profit and profit units. Furthermore this group holds diplomatic entities, 

subordinated governmental offices and UN organizations. The third group comprises all 

international non-profit organizations that are non-governmental. Across the focus groups 

the questionnaire was open for all hierarchy levels in the respective organizations. 

Participants in the questionnaire included a wide range of employees, ranging from project 

staff to security advisors to CEOs. This offered the possibility to analyse the individual 

perceptions of SRM at all staff levels. 
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It was planned to collect answers from at least 50 individuals of organizations from 

different sectors equally distributed across focus groups in order to gather enough 

information for the research project. More than 150 individuals of different organizations 

were directly contacted and 350 times the link (through opening the link) to the survey was 

followed. This shows that the snowball-effect actually worked. 96 (64% of contacted 

organizations) individuals participated in the questionnaire, 71 (47.3% of contacted 

organizations) completed the entire questionnaire. Nevertheless, all answers were taken 

into consideration and each question was individually assessed in order to benefit from the 

biggest possible amount of data, experiences and opinions. According to Baruch (1999) the 

sample data fit the required benchmark (60% +/- 20%) to be representative. 

Challenges  

In an early stage of the research project a pre-evaluation of potential participating 

organizations was executed. It turned out that individuals and organizations were reluctant 

to participate in the research project as long as their identity could be discovered. The field 

of security risk management is still a sensitive topic for most of the organizations. The 

reason for this reluctance to participate can be found in the reputational risk and 

accountability of organizations on the occasion it turns out that they do not meet the legal 

or ethical requirements. In consequence, the potential organizations requested the 

anonymous participation in the research project. Therefore the research was conducted 

anonymously and answers and statements cannot be traced back to an individual or a 

specific organization or enterprise but only to a focus group and sector. This approach 

ensures that statements are provided without fear and data collected is based on real and 

true information about the level of SRM and security culture in organizations and 

enterprises. The confidentiality notice was integrated in the request for participation in the 

online survey, sent to potential participants. Furthermore participants are not under 

pressure to involve corporate media departments or the pressure of political correctness. 

Another challenge during the design and execution phase came up in the administrative 

design of the online questionnaire. It was not possible to use an ‘if-then’ algorithm during 

the design of the questionnaire. This resulted in the error that participants were confronted 
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with the same follow-up questions no matter if the basic question was ‘yes’ or ‘no’. 

Participants were confronted with both possibilities and were forced to ignore the question 

not relevant to them. 

It was a challenge that some questionnaires were not fully answered or not 

submitted. The reason may be on the one hand that some questions did not match the 

organization or the questions were deemed too critical to be answered. On the other hand 

some participants finished the questionnaire but did not click the ‘send’ button. The reason 

may be that it was not really clear that the ‘send’ button needs to be used to finish the 

questionnaire. The cause can be found in the online layout provided by the service provider 

Q-Set. Nevertheless, not using the ‘send’ button does not really have an impact because 

answers were saved but not registered as ‘sent’. It was possible to use these answers in 

the analysis.  

Additionally, the author experienced some difficulties during the research project. 

There has been a huge amount of data collected during the online survey as well as the 

interviews. The analysis of data provided so many data that discussion would have been 

able with different focuses. It was necessary to strictly focus on the intended area of 

research to avoid losing focus in the paper. 

Reliability of data 

The reliability of data was crosschecked through control questions in the online 

questionnaire as well as test questions during the interview sessions. Both data sets were 

compared and checked against each other. 

The answers/ data gathered were not checked against the formal organizational 

requirements, such as policies, formal approaches or decisions and their availability in 

reality. Moreover the answers reflect the individual perception and opinion on how the 

individual systems and cultures look like or should look like. It was intended to gather data 

and individual perceptions from all levels of staff in organizations and to analyse what 

would be needed to minimize shortcomings and to improve the system. Furthermore it was 
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intended to collect information about the reality in organizations, in example what is written 

on paper and how reality looks like. 

Chapter 4 Findings and Discussion 

Chapter four presents an analysis of security culture and their drivers and how they 

interact and influence security risk management as well as SRM characteristics. Findings 

derived from the data collection are being linked to and discussed with statements form the 

literature review. Furthermore the results from the data collection were analysed in two 

dimensions. The data was analysed as a set in its entirely and then analysed along focus 

groups in order to identify deviations from one group to another. 

Looking at the minimum requirements and standards for SRM together with the 

results of the survey, it shows that there are different approaches to SRM and no single 

approach to SRM across focus groups in NIC countries. In consequence, this paper argues 

that a set of certain standards in SRM – here referred to as HRM – are necessary to 

address the challenges faced in NIC environments. The most crucial factors are the 

development of a security culture including tightly coupled subcultures such as just culture 

(Dekker, 2012). The stronger a security culture the better the level and quality of SRM 

culminating in HRM, and vice versa. Deterts et al eight dimension model, modified by 

Ruighaver’s et al (2007) has shown that it is possible to review an organizational security 

culture to some extent considering the eight dimensions and drivers supporting these 

dimensions. 

Table 1 shows the minimum standards as defined by different organizations such 

as People in Aid, VENRO, Irish Aid or the German Federal Insurance. The data used is 

derived from the questionnaires as well as from information published by the respective 

organizations. 

The classification into (I)GOs, (I)NGOs and PBEs represents the focus groups. 

Focus groups are ranked as adhering to or implementing an HRM characteristic if 50% 

(defined threshold in this paper) or more of its constituent organizations do so.  



 38 

The HRM model, represented in table 1 results from best practices in SRM, such as 

van Brabant’s Good Practice Review and a combination of Ruhighaver’s eight dimensions 

as well as minimum standards from different organizations working overseas.  
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Safety and Security Culture ●  ●  ● ● ● 

Reporting & Just Culture   ●   ●  

Accountability Policy   ● ●    

Policy for safety and Security ● ● ● ● ● ● ● 

Pre-deployment Medical Check ●   ● ●   

psycho-social counselling/ debriefings ●   ● ● ● ● 

Context Analysis ● ● ●  ● ●  

Conflict Analysis   ●  ● ●  

Risk Identification ● ● ● ● ● ● ● 

Risk Analysis ● ● ● ● ● ● ● 

Risk Evaluation ● ● ● ● ● ● ● 

Presentation of risks in a matrix ( risk 

communication) 
● ● ●     

Risk threshold  ● ● ● ●   

Risk management strategy  ● ●  ●   

Implementation of SOPs ● ● ● ● ● ● ● 

Planning and implementation of HRE and 

MedEvac 
● ● ● ● ● ● ● 

Planning and implementation of ● ● ● ● ● ● ● 
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emergency plans 

Recall/ Cascade Emergency lists / 

attendance monitoring 
  ●     

Preparation and implementation of BCM   ●     

Reporting ● ● ● ● ● ● ● 

Site Security  ●   ● ●  

Travel Security  ●   ● ● ● 

Monitoring of the security situation  ● ● ● ● ● ● 

Distribution of information   ● ● ● ● ● 

Individual advice for employees or 

projects / programs 
    ●  ● 

Security Awareness Trainings  ● ● ● ● ●  

Security Briefings ● ●  ● ● ● ● 

Security communications (VHF/ UHF/ HF/ 

Sat)/ alternative communication 
       

Lessons Learned workshops after 

incidents 
 ● ●    ● 

Crisis Management    ● ●  ● 

Incident Response  ●  ● ● ● ● 

Crisis Communication and PR services  ●      

Dispatch & Airport Pickup     ●   

Guarding/ Close Protection/ Private 

Security Companies Policy 
    ● ●  

Table 1 

In the discussion the author will be referring to the eight dimensions of 

organizational culture used by Detert et al (2000) and were then used by Ruighaver et al 

(2007) in order to discuss security culture. Ruighaver’s et al (2007) argued that there is not 

a single static framework of security culture but that Detert’s et al (2000) eight dimensions 

of culture can nevertheless be used to assess an organization’s interest in and support to a 
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healthy security culture and SRM. The presence of a security culture in organizations is 

supported by several factors. The questionnaire discovered several drivers supporting the 

security culture of an organization (table 2). The most important drivers supporting the 

presence of a security culture are the commitment for, dedication to and promotion of 

security by the top management. Furthermore experiences and learning from past incidents 

supported by the open communication in an organization (table 2) support a security 

culture. Another important factor is the training of employees at all levels (risk education). 

In the following it will be assessed whether a solid SRM or even HRM occurs in conjunction 

with a security culture. If the latter is present or not will be indicated by the presence of the 

aforementioned drivers of security culture (table 2).  

Drivers of Security Culture 

Employment of security 

professionals and trust into 

their competency 

Commitment by the top 

management and allocation of 

necessary resources 

Role-model approach by top 

management and security 

professionals 

experience of critical situations 

and incidents and 

communication at all levels, 

especially the top management 

Promotion of benefits of 

security risk management and 

communication about 

accountability of staff 

Workshops/ training and risk 

education 

Government and insurance 

requirements and regulations 
Learning from past incidents 

Yearly country audits (quality 

and existence of procedures 

and structures) 

Exposure of the organization to 

the public 

Just culture environment 

including confidential and 

anonymous reporting 

Acknowledgement that 

employees are an asset and 

safety and security is first 

priority 

Duty of care 

Integration of security risk 

management in the 

organizations core processes 

Good practice and 

understanding of benefits from 

security 

Table 2 
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Taking all results into consideration and summarizing aspects from the data 

gathering into the characteristics of security culture as well as characteristics of SRM, 

evidence is provided that there is causality between security culture and characteristics of 

SRM. Weak drivers of a security culture lead to a weak security culture. A weak security 

culture leads to a low level of adherence or implementation of characteristics of SRM. 

Therefore the level of HRM is very low. The data shows that there are no organisations that 

score high on SRM and have a weak security culture at the same time. The analysis of the 

focus groups as well as the two control groups provide evidence that a causal relationship 

exists between the level of security culture and the implemented characteristics of SRM. 

Figure 3 presents an analysis of all relevant online survey questions to Ruighaver’s et al 

eight dimensions of security culture, the matrix below (figure 2) shows that the level of 

security culture and implemented characteristics of SRM define the degree of HRM. 

 

figure 2 

While participants believe that their organizations maintain a strong security culture, 

the reality shows that their perceptions are conflicting with reality. People in organizations 
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were asked if there is a security culture present in their organizations. A high number of 

participants stated that a security culture in their organization exists. Going into detail and 

connecting answers from the questionnaire to the drivers of security culture, it presents a 

different picture. Considering Ruighaver’s et al eight dimensions of security culture, one 

can detect a discrepancy between the perception of the level of security culture in 

organizations and the reality analysed according to the drivers of security culture. As a 

result the perception of the importance of security by different stakeholders indicates a 

shortcoming in the dimension of ‘basis of truth’ within the respective organization. The 

visualization of the data in figure 2 takes this into account by using the median of both, the 

perception of security culture and the eight dimensions as explained in the chapter 

Methodology. 

 

Figure 3 (8 dimensions of security culture) – focus group assessment 

The majority of organizations (89%) implemented a policy on safety and security of 

staff (figure 7 and figure 58 Annex A). The high percentage is argued to result from the 

presence of a security culture (figure 9 Annex A; 79% and figure 75 Annex A) or the legal 

pressure. Another supporting factor may be the experience of incidents in organizations 

(figure 11 Annex A; 78%) including 74% of respondents experienced incidents individually 
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(figure 14 and figure 15 Annex A). The high percentage of organizations with a policy 

indicates that security is important in the organizations. Nevertheless, it does not indicate 

that the basis of truth is balanced between the end-user’s believes and the organizational 

believe about the importance of security nor does it indicate the quality of SRM (Ruighaver 

et al, 2007). One interviewee from the financial and insurance sector stated there is no 

overall security culture but a fragmented set of decentralized security cultures. Another 

interviewee from the automotive sector supported the statement. Furthermore he stated 

that the topic of security and risk management is in general fractured in the company. Many 

small units are working to the topic of security and risk management. There is no common 

leadership and no formal organizational security structure. It indicates that there are 

isolated approaches towards security rather than a cooperative and participative approach. 

It results in an aspect influencing the motivation of employees and finally a negative impact 

on the security culture environment and SRM (Ruighaver et al, 2007). One interviewee 

from a (I)GO stated that non-participation of employees in SRM leads to the result that 

employees are opposing or resisting SRM which then perpetuates a weak SRM. This is 

supported by 37% of responders stating that there is no need for SRM because it hinders 

project implementation, it restricts freedom of personal, it is too expensive or organizations 

are not exposed to security risks (figure 30 Annex A). 

More than 71% of the respondents stated that security is important in their 

organization (figure 23 and 66 Annex A). 68% stated that the policy is accepted by 

employees and integrated into day-to-day operations (figure 8 and 67 Annex A). But only 

34 % of respondents stated, that SRM is manifested in their organization and supported by 

the management and only 23% stated that it is mandatory for all business units. This 

indicates that the importance of security perceived on the individual level does not 

necessarily correspond with the appraisal on the management level. In consequence, 

awareness for security related matters on the employee level does not result in a 

sustainable organisational security culture. An interviewee from a diplomatic entity stated 

that their management realized the importance of security as management tool and 

fostered the improvement through the provision of a strong mandate and financial 
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resources to the security department after they encountered an incident. It strongly 

supports Detert’s et al dimension about the basis of truth. Believes about the importance of 

security are balanced between employees and the management which results in necessary 

resources being provided (Ruighaver et al, 2007). This indicates that a strong security 

culture is in place. This good practice was only discovered in one of the organizations 

participating in the interviews. All others indicate shortcomings in commitment and 

provision of resources. Van Brabant (2010) discovered the same shortcomings during his 

research. The interviewee further stated that it is a continuous process to convince the 

management to keep the same level of support. Another interviewee from a diplomatic 

entity stated that a security culture only exists on paper and there is a lack of 

understanding in top management. Van Brabant (2011) and Bellot (2011) support the 

evidence. In general security culture is not only driven by the acceptance of employees, but 

also dependent upon the support within management. Without buy-in from the executive 

level security culture remains on the individual level, but not on the organisational level, 

aiming for a common basis of truth (Ruighaver et al, 2007).  

An interviewee from a humanitarian organization stated that they have a policy in 

place. Their security culture is defined by their identity as a humanitarian actor and thus the 

humanitarian principles. Their policy does not consider roles and responsibilities, 

accountability of employees and the leadership or other aspects of security risk 

management. It shows that the mere availability of a policy for safety and security of staff 

does not provide any evidence about the quality of the content and how important an 

organisation deems security.  

All interviewees argued that the organizational security culture is driven and 

triggered by incidents. A PBE interviewee stated that the level of organizational security 

culture and the importance of security decreases after the longer an incident dates back. 

Another employee from a PBE stated that the importance of security depends on the 

individual emotional impact. While people requiring support from security professionals 

appreciate the support, people without the experience of incidents and SRM support tend 

to be opposed to SRM. It indicates that a lack of risk education and a lack of ownership by 
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employees may lead to the perception that security is not important. As a result it indicates 

an ill security culture. Interviewees from the PBE but also (I)GO business perspective 

stated that business is profit driven and if loss harms profit, SRM is getting attention. The 

statement indicates that an organization with a weak security culture and a lack of long-

term strategic security planning only recognises the importance of security if profit is 

threatened. Another crucial factor is that individual annual goals of senior management are 

not related to security but business related matters. As long as security supports the 

achievement of aims, senior management will foster security.  

As argued above, the number of incidents an organization experienced is 

influencing the importance of security in an organization. Figure 11 Annex A shows that 

78% of organizations already experienced security related incidents in non-industrialized 

countries. But only 31% responded that incidents are reported regularly (figure 12 and 

figure 35 Annex A) while 55% stated that there is an obligation for reporting (figure 35 

Annex A). 78% responded that they also report errors and near-miss incidents (figure 38 

Annex A). This fact shows that the number of organizations reporting on incidents, near-

miss incidents and errors is critically low. This shows that SRM is dependent on the level of 

just culture and security. There are no indicators that the critically low level of reporting is 

caused by a reporting approach without a feedback loop. 63% responded that they would 

appreciate receiving a feedback or a follow up to the reported incidents (figure 13 Annex 

A). A cause for the low level of reporting can be seen in a weak just cultural environment of 

the respective organizational security culture (Dekker, 2012). Only 55% of respondents 

stated that there is a possibility to report confidentially and anonymously (figure 37 Annex 

A). Furthermore most of the organizations do not foster or award the reporting of incidents. 

More than 72% responded that there is no just cultural environment present in their 

organizations (figure 39 Annex A). A PBE interviewee stated that the organizational 

security culture depends on the level of error culture. That means people try to avoid being 

blamed for errors by reporting of error, near miss incidents and incidents. It indicates that 

there is a fear driven environment and a lack of a just cultural environment as well as an 

appropriate accountability policy. An interviewee experienced that people only talk about 
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failures, errors and incidents once a project is closed and they cannot be held accountable 

as easily. Being in the know of accountability policies and the repercussions for individuals 

contributes positively to the level of reporting and the level of security culture. Only 32% of 

all respondents stated that there is an accountability policy or statement available in their 

organization which results in a lack of guidance for employees (figure 40 Annex A). In 

detail, only 22.2% of PBEs, 31.6% of (I)GOs and 47.1% of (I)NGOs stated that there is an 

accountability statement available (figure 59 Annex A). An interviewee from a humanitarian 

organization stated that their accountability policy is really strong and non-compliance to 

safety and security rules and regulations is charged with disciplinary or contractual 

consequences. It is made clear that the action of individuals impacts the entire project or 

operation. If people are not aware if they are accountable or not and if there is a possibility 

to be blamed instead of being supported, people tend not to report errors, near miss 

incidents and incidents. The level of just culture and thus security culture as well as the 

level of organizational learning is dependent on the level of reporting and therefore 

dependent on a clear accountability policy or statement in organizations. Another factor 

influencing the reliability of accountability is the action taken in case of non-compliance or 

reckless behaviour. As an example, an employee of a governmental development 

organization was kidnapped in a high risk country while he was hiking in the mountains and 

thus not complying with a no-walking policy outside the perimeters of the town. He survived 

the kidnapping and was relocated from his duty station to headquarters, without any 

disciplinary action or contractual consequences. Other colleagues recognized the action of 

the organization as promotion for the employee. This indicates that negligence towards 

security rules has no consequences in that specific organization. An interviewee from a 

diplomatic entity stated that there is an accountability policy available – but just on paper. In 

reality it does not have any effect on people’s reckless behaviour as it is not being followed-

up. 

At organizational and corporate security level, the importance of security risk 

management also depends on the extent to which SRM is integrated into core processes of 

the organization, the location of SRM units in the organizational structure and their 
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authorized mandate. Only 4% of the responding organizations stated that the security unit 

is directly located at CEO or top management level. On the other hand 46 % responded 

that the security risk management or corporate security department is an independent unit 

in the organizational structure (e.g. staff unit, independent unit subordinated under the top 

management, subordinated under the operations branch) (figure 10 and 68 Annex A). More 

than 23% of the security risk management units are subordinated in the central services 

department or the human resources department including direct lines of communication to 

the top management. A PBE interviewee stated that their SRM unit was shifted and is now 

directly reporting to the senior executive level and subordinated to the COO. This allows 

the unit to support the management in protecting the organization’s values, assets and 

reputation. Organizations with SRM units located at HQ level, subordinated to departments 

without a direct connection to or reporting mechanism allowing to directly addressing the 

top management tend to have less support from the executive level (lack of promotion of 

power) and thus a weaker security culture.  SRM departments subordinated to the top 

management level reach a percentage of 76.80% of HRM characteristics as well as 

characteristics of a security culture. SRM units without a direct connection to the top 

management (65.36% - subordinated to the HR or other departments and 57.39% - 

individuals with a security responsibility as secondary or third function) only reach 61.38% 

of HRM or security culture characteristics (figure 72 Annex A).  

As a result HQ security units lack the possibility to communicate risks to top 

management or risk that information are altered on the way up through middle 

management. It supports the argument that the importance of security differs at the 

employee, middle management and executive level and hinders that a common basis of 

truth can be developed. In consequence, all focus groups do see a lack of support and 

commitment from top management, a strong mandate for SRM units and a lack of 

responsibilities to execute tasks to ensure the safety and security of staff to the best 

possible extent.  

The increasing number of staff working in high risk environments or the increasing 

number of environments turning into high risk environments and an increasing number of 
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business travellers or HQ staff from the focus groups require improvement of their current 

organizational approach towards SRM. One crucial point is the pre-preparation of 

employees for their assignment or travels to high risk countries. 84% responded that they 

took part in an incident awareness training (figure 16 and 61 Annex A) but only 59% 

responded that they were trained for insecure environments prior to their deployment or 

travel (figure 16 and 62 Annex A). 34% did not participate in security training for NIC 

countries or never participated in any security training (figure 17 Annex A). In 2013 one 

advisor of a PBE was sent to Mogadishu in Somalia for an assessment mission. He just 

booked a hotel and moved without any support, back up, contingency planning or 

restrictions in Mogadishu. This reflects the understanding and acceptance of security and 

the relatively low level of security culture in an organization. Furthermore the top 

management of the respective organization is neglecting their duty of care towards their 

employees (Williamson, 2010). It indicates that a security culture and the adherence to duty 

of care are non-existent in some organizations. 

In regards to post incident support 73% responded that there is psychological and 

support to families available in their organization while 11% of the organizations do not 

offer any psychological support (figure 18 Annex A). In detail, more than 90.9% of (I)GOs, 

70.6% of (I)NGOs and 55% of PBEs provide a psychological service to their employees 

(figure 60 Annex A). Especially the increase of asymmetric warfare and the use of 

insurgency tactics, techniques and procedures and improvised explosive devices resorted 

to by groups like Al Qaida, Taleban or Boko Haram lead to an increasing number of 

(complex) attacks aiming at indiscriminate targets, which leads to more civilians being 

affected. Experiencing high profile incidents such as complex attacks but also kidnappings 

or the becoming the victim of criminal activity is often leading to traumatic experiences and 

post-traumatic stress disorder. Furthermore attacks targeting international actors such as 

private business enterprises (e.g. attack against Tiguentourine gas facility in Algeria in 

January 2013) or aid agencies (e.g. complex attack by Al Shabab against UN in Mogadishu 

in June 2013 or the complex attack against ICRC in Jalalabad in May 2013 or the complex 

attack against the Taverna Restaurant in Kabul in January 2014) increase the likelihood of 
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employees being directly affected or experiencing the loss of colleagues and friends. The 

examples underline that psychological support mechanisms are a necessary component of 

SRM and are thus essential for business continuity and for the protection of employees. It 

further requires a proactive approach to assess all incidents or near miss incidents to 

actively learn. Bluelight services in most of the industrialized countries execute 

institutionalized debriefings or after action reviews after rescue missions or critical events. 

There are no indications that these instruments are used by (I)GOs, (I)NGOs or PBEs 

working in NIC countries. 

The increase of casualties amongst aid worker or employees of PBEs especially in 

high risk countries leads to a high level of security awareness at field level, often driven by 

the emotional impact on employees (figure 1 Annex A). But while 64% of all respondents 

stated that their organization implemented SRM structures in NIC countries, such as 

security focal points. An interviewee of a diplomatic entity stated that they are going to 

employ security risk management advisors to field offices, with a secondary function of 

conflict sensitivity advisory services. SRM advisors are working on day-to-day, context and 

situation dependent questions rather than standardized or along methodologies following 

the SRM concept for insecure environments (Van Brabant, 2010) which is based on ISO 

31000/ 31010 norms and good practices (ISO, 2009a, 2009b). In general more than 90.9% 

of (I)GOs, 82.4% of (I)NGOs and 50% of PBEs implemented SRM systems in contexts with 

varying security challenges, often development or emerging countries (figure 63 Annex A). 

The percentage underlines that SRM structures and setups are implemented in more 

secure environments such as emerging countries and development countries rather than 

high risk countries and fragile states. Contrary to that only 8% implemented appropriate 

SRM structures for high risk environments or fragile contexts (figure 19 Annex A). The 

reason for the very low percentage of appropriate SRM measures is that security has no 

priority in the organization (18%), there are no financial resources available (13%), no 

support from the top management (10%) and a weak security culture (9%) fostering SRM 

(figure 33 Annex A). Additionally, respondents stated that the top management is too far 

away from the operational level. Even 5% stated that the organization has no interest in 



 50 

SRM or do not see the need (3%) (figure 33 Annex A). As a result, organizations are 

underestimating the security situation and the importance of SRM structures in high risk 

environments or fragile contexts.  

Focussing on different actors in the same theatre, there is an increasing number of 

PBEs working in the field of development or humanitarian aid. An interviewee from a 

development PBE stated that their donor fully transfers potential risks to the consultancy. 

The European Union is using the same approach. In the consultancy structure they do not 

have a SRM setup. Project managers are supposed (according to their own individual 

believe) to ensure an appropriate setup but lack the capacity for SRM. In terms of financial 

resources, a small budget is included into the proposals as development PBEs try to keep 

security costs down in order to be competitive in the run for projects and programs. There 

is no real interest from donors that legal obligations and social standards are met by 

implementing agencies. It strongly depends on the donor, the nationality and even the 

funding government. In example, DfID, the EU or the Federal German Foreign Office tend 

to balance foreign politics and potential achievements as well as the reputation of their 

entity (to fulfil international responsibilities) against the personnel security of implementing 

agencies and consultancies to some extent. The analyses along focus groups ((I)GO, 

(I)NGO, PBE) discovered that (international) governmental organizations ((I)GO) follow the 

approach of a security risk management unit at HQ level complemented by local and 

regional security risk management advisors at field level (25%) with the  unit at HQ  acting 

as focal point (20%) and a holistic all level approach (20%). (I)NGOs mostly follow an all-

level approach (29.4%), followed by security risk management responsibility at program 

and project level without a supporting HQ structure (23.5%). The least represented set-up 

consists of a HQ approach without decentralized structures (11.8%) and an individual staff 

security risk management approach (11.8%). In comparison with (I)GOs and (I)NGOs, the 

private business enterprise (PBE) approach is different in some characteristics. 31.6% of 

respondents stated that they follow the HQ point of contact approach. 15.8% responded 

that there are no decentralized SRM structures available, followed by security focal points 

not integrated in a security structure (10.5%) and an all level approach (10.5%) (figure 25 
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Annex A). A PBE interviewee stated that the organization currently restructures their 

approach, implementing regional hubs with professional SRM staff rather than an isolated 

HQ point of contact approach. Regional SRM advisors will have the responsibility to rollout 

HQ standards and approaches and have a bridging function between HQ and field level to 

counter the HQ lack of emotional impact and distance to the field level. Nevertheless, there 

are 10.5% of responses stating that there is no structure at all available (figure 25 and 63.1 

Annex A). In total, 81% have access to at least a security focal point in their organization, 

while 16% do not have any access to an individual or a structure dealing with SRM (figure 

21 Annex A). An organization is putting a SRM unit in place if the organizational culture 

deems security as being important. In consequence, it is more likely that SRM 

characteristics are met. Despite that there are organizations which do not value security in 

the same way, which leads to a low degree of security culture. Often the need to implement 

SRM units is not seen.  

In total 93% of all respondents stated that they expect from their organization that 

professional security risk management processes and systems are implemented based on 

the employer’s duty of care (figure 26 Annex A). 100% of (I)GOs and (I)NGOs respondents 

expressed the expectation while 26.7% of PBEs do not expect the implementation of 

professional SRM structures from their employer as obligation for duty of care (figure 64 

Annex A). Nevertheless, 88% stated, that there is a need for a professional risk 

management system while working in NIC countries (figure 28 Annex A). The data 

indicates that there is a lack of risk education and ownership in organizations and as a 

result it indicates a weak security culture and a divergence of beliefs between employees 

and organizations. In total 33% of all respondents believe that security risk management 

should be manifested at top-management, board of directors or CEO level, beside an ‘all 

level’ approach (figure 27 Annex A). Nevertheless, 76.5% of (I)NGOs and only 52.6% of 

PBE support this approach, while 100% of (I)GO respondents do see the need to manifest 

security risk management at top-management level (figure 69 Annex A). It indicates that 

employees believe that security is important but in reality it does not match the beliefs of 

the organization. The weak provision of resources underlines the statement (figure 33 and 
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figure 71 Annex A. (I)NGOs responded that security should be manifested at all levels 

(between 70.6% and 82.4%). Contrary to that, only 33.3% of (I)GOs and 26.3% of PBEs 

believe that security should be manifested at employee level or middle management level 

((I)GO – 33.3%; PBE – 36.8%). Finally, all groups see the need for a multi-level approach 

with the commitment and promotion at top-management or senior executive level (figure 69 

Annex A). 

More than 65% of respondents believe that incidents or the impact of incidents 

could have been reduced if the organization had implemented security risk management 

structures. 94% of respondents believe that the level of risk can be managed and 

minimized through the setup of a professional security risk management system (figure 34 

Annex A). Nevertheless, 16% do not believe that it would have changed anything (figure 20 

Annex A). The data leads to the assumption that employees would be supportive of a SRM 

system if it would be established. Furthermore, 19% responded that they addressed the 

need for SRM structures and measures but the management did not allocate any 

resources or did not react at all. It supports the argument that there is an imbalance of truth 

about the importance of security in organizations. It further indicates a lack of long term 

strategic planning and the favouring of an approach attempting to establish organizational 

stability rather than security change management (Detert et al, 2000; Ruighaver et al, 

2007).  

The acceptance and supported of SRM by employees is reflected in the answers 

provided to the questionnaire. 84% of employees responded, that they trust the 

competency of security professionals in their organization while 51% only partly show trust 

in the competencies (figure 22 Annex A). Those 51% respondents believe that there is a 

high level of uncertainty if security professionals appointed as security focal points only 

have a military or police background or are program/ project staff without any professional 

security background. It indicates that the importance of security in organizations is often 

lacking professionalism if security staff is only employed because of their background (and 

the misinterpretation of the definition of security) rather than a formal comprehensive 

security and risk education. This may hinder trust into the organizational SRM system and 
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influences the organizational security culture. Nalla (1995) supports the argument and 

developed curricula requirements for security professionals complementing the military/ law 

enforcement. 

The data was also intended to review the methods being used as part of the 

organizations SRM. One crucial activity is the execution of a risk assessment. It was 

observed that many organizations are doing risk assessments based on ‘the seat of ones 

pants’. The data shows that 41% of interviewed organizations are not basing their risk 

assessments on a transparent, qualitative or quantitative methodology. More than 16% do 

not even know if their organizations are executing risk assessments. Only 16% of 

organizations are using risk assessment methods according to ISO 31000 or ISO 31010 

(e.g. likelihood-impact matrix, fishbone assessment, cause-effect assessment etc.) (ISO, 

2009a, 2009b). Since the legal requirement (e.g. corporate governance, duty of care, 

health and safety legislation or corporate manslaughter and homicide legislation) as well as 

requirements from insurance companies (risks must be identified and known to the 

organization), the data show a critical status quo in the participating organizations (figure 

24 Annex A). It means that organizations do not fulfil the obligations derived from insurance 

standards or duty of care. On the other hand available legislation is not fully clear and 

leaves organizations with a wide range of interpretation. Instead of conducting their own 

assessments many are resorting to assessments provided by others, such as UNDSS or 

private information providers and fully adopt them. This data applies for (I)GOs, (I)NGOs 

and PBEs to the same extent. While (I)GOs (58%) and (I)NGOs (57%) are using no 

standard methods for risk assessments, 30% of PBEs implemented risk assessments 

according ISO 31000/ 31010 in comparison to 16% of (I)GOs and 7% of (I)NGOs (figure 44 

Annex A). An interviewee from a development PBE stated that information and 

assessments from other actors, such as UNDSS are used as benchmark. They fully 

comply with the UNDSS recommendations and assessments. The interviewee further 

stated that the PBE would be more restrictive if there would not be any ‘third party source’ 

available and the PBE would have to decide in own responsibility. It indicates that some 

actors define a very low risk threshold if no SRM resources are available that indicates 



 54 

weak drivers of the organizational security culture. In consequence, an organization with no 

SRM capabilities and no interest in the implementation of SRM capabilities would rather 

define a low risk threshold. As a result, the lack of security culture would impact the SRM 

system of the organization. 

Another current development but also source for conflict is the integration of SRM 

into the concept of peace and conflict assessments (PCA) or vice versa (Kruk, 2008). The 

concept of PCA provides a framework for conflict sensitive planning and management of 

development projects. Essentially, it is the risk management of the effects from a conflict on 

development cooperation. It includes risk management as a step in the entire process but 

is not explicitly focussing on safety and security of staff. Furthermore PCA focusses on the 

acceptance strategy using the instrument of do-no-harm (GTZ, undated). PCA starts with a 

conflict analysis identifying connectors and dividers, in order to allow for programming that 

aims to build peace and mitigate existing conflicts as an add-on to the primary project 

goals. The concept of ‘do no harm’ is not directly aiming at building peace, but to avoid 

negative unintended impacts for the beneficiaries and the program (Anderson, 1999). The 

rationale behind this is that by avoiding unintended negative impacts and building peace 

the organization delivering activities on the ground avoids becoming a target of negatively 

affected stakeholders. PCA has a strong project focus, considering programmatic and 

contextual risks (OECD, 2012). Some perceive do no harm and PCA as tools or methods 

of SRM. An interviewee from a diplomatic entity and an interviewee from a governmental 

development organization stated that both fields are currently merged to reach the best 

possible result for the safety and security of employees and the achievement of project 

objectives. This requires the dedication of organizations to the priority of safety and security 

of staff instead of prioritizing project aims and profits against personnel security. In fact, if 

PCA and SRM complement each other without being in competition to each other it 

supports the safety and security of staff and foster successful project implementation. The 

impact of projects or interventions is tightly coupled to SRM and safety and security of staff 

and both approaches interact with each other. Considering both approaches while 

prioritizing personnel security support the organizational security culture and motivate 
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employees to take responsibility and ownership for security at their level because it is 

linked to project or business activities. 

In the past different authors, such as van Brabant in 2001 discovered that a number 

of organizations do not see the need to implement appropriate security risk management 

measures. This paper argues otherwise. Taken the balanced and diverse focus groups into 

consideration, there is evidence that approximately 63% do see a need while 9% believe 

that the existence of a professional security risk management system would hinder project 

implementation rather than supporting it. Only 8% believe that it restricts project 

implementation and freedom of personal. It can be assumed that it is related to the fact, 

that movement restrictions in high risk environments are heavily influencing the operations 

planning of programs and projects in terms of time-frames as well as the freedom of people 

to move freely. The high positive percentage and low negative percentage indicate that 

security is perceived as important at employee level. As an example, staff in contexts such 

as Afghanistan or Somalia need to report their location, their movements etc. to the 

security department, even after working hours. They have the feeling to be controlled or 

constrained and not being able to make their own decisions. 

Another argument against setting up a more comprehensive SRM system is the 

allocation of financial and human resources for SRM units in headquarters. The HQ SRM 

units do have a technical and quality backstopping function but a lack of human and 

financial resources. This indicates a lack of commitment by top management and 

consequently at organizational level, which indicates a weak security culture and thus has 

an impact on the quality of SRM. Ruighaver et al (2007) argue that organizations focus on 

policies and procedures and the adherence to legal obligations instead of focussing on the 

qualitative improvement of security systems. There are still 6% of responding organizations 

who believe they do not need security risk management mechanisms because being a 

neutral actor ensures safety and security and because they do not see themselves 

exposed to significant risks. 1% of the responding organizations believe that security 

related incidents do not affect their operations (figure 30 Annex A). It indicates that there 

are still organizations neglecting security and lack a security culture. The analysis provides 
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evidence that mainly PBEs, humanitarian organizations and political foundations do not see 

the need for SRM mechanisms. In consequence they show a weak security culture. Some 

of them are lacking a security policy; they do not provide any risk education in terms of 

trainings or pre-deployment trainings and do not use any systematic methodologies to 

identify risks. 

Often there are discussions in the SRM community that the management of 

organizations do not react to the assessments of security professionals or project team 

leaders and that resources are not provided. But often the management is not aware about 

the needs to react to risks or even the mere presence of risks. The research discovered 

that 68% of employees address their needs and assessments to their leadership while 24% 

do not address their need (figure 31 Annex A). Only 7% of people who addressed their 

needs to the leadership did not receive any response. In more than 81% the leadership 

responded and implemented measures. But measures are often deemed inadequate and 

were limited to naming focal points, advisors at field or HQ level or training and risk 

education. It can be assumed that the management will act in most cases if needs are 

communicated (figure 32 Annex A). Furthermore it can be assumed that needs are not 

communicated to the management and therefore the management is not aware about 

requirements. It can be argued that there is a need for a direct connection or reporting 

structure between SRM units and the top management to ensure a risk culture that results 

in adequate responses to risks. The allocation of SRM units as subordinated units in other 

departments may hinder reporting to executive management since there are too many 

hierarchy levels between the SRM units and management. As a result, information does 

not reach the top management-level. Middle management structures are able to influence 

reporting of risk professionals and requirements identified in the field. Therefore top 

management is not able to fully grasp and understand the needs of the field level. It 

underlines that the commitment by the top management is dependent on a compliant 

middle management ensuring a flow of information to the executive level. Direct 

communication between risk professionals and top management would be beneficial for a 
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security culture triggering down from the top, through middle management to the employee 

level.  

The commitment by top management is only one aspect necessary for a strong 

security culture. More than 46.2% of responders experienced that security or the 

implementation of appropriate measures was not prioritized in the respective organizations. 

Other issues or governance related issues enjoy more attention than security. One third 

(33.3%) claimed that there are no financial resources available for security (approx. 50% of 

(I)GOs and PBEs) and 25.6% stated that there is no promotion of power (SRM is one topic 

at CEO level, supported and demanded by top management) at top management or board 

level (48.2% of (I)GOs, 12.5% of (I)NGOs and 25% of PBEs) (figure 71 Annex A) which is 

related to 12.8% claiming that there is no interest by the management. 23.1% experienced 

that there is no security culture which fosters the security risk management in the 

organization and almost 20.5% believe that the management is too far away from reality 

and is not emotionally effected (figure 33 Annex A). The data leads to the assumption that 

the commitment from the management and thus the promotion of SRM and the allocation 

of resources in order to fulfil duty of care is essential to foster a security culture. A 

supporting driver for a strong security culture and necessary SRM setups is the 

commitment from top management and the knowledge about incidents and lessons drawn 

from incident assessments and lessons learned. Approximately 15% of organizations just 

archive reported incidents, there is no further assessment or use of incidents for the 

learning of the organization. More than 85% analyse reports, integrate them into an internal 

statistics (10%) or use them for case studies and lessons learned (44%) (figure 36 Annex 

A). 75% believe that reported incidents support the learning of the organization while 9% 

believe that people can only learn at individual level rather than organizational level (figure 

41 Annex A). Only 55% of all responders are obliged to report incidents and thus report 

them regularly; 20% report incidents only sometimes; 12% only report business related 

incidents and 8% report incidents through whistleblowing (figure 35 Annex A). An 

interviewee of a diplomatic entity stated that there is no defined threshold in place. 

Nevertheless, the organization currently discusses the need and the necessity. The same 
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argument was stated by an interviewee from a PBE in the automotive sector. An 

interviewee from a humanitarian organization stated that he has no knowledge about a 

threshold in the organization, which indicates that there is none or it is not communicated 

sufficiently. In the end both result in the same: No knowledge about security risk thresholds 

in the everyday activities on the ground. An interviewee from a development PBE stated 

that their organization does not have a threshold at all. One reason is that contracts are 

based on outputs and the consultancy is only getting money if required results are 

delivered. Donors are putting enormous pressure on their implementing partners and the 

consultancies are balancing security requirements against profits and finally against the 

survival of the PBE. Thus there is a conflict of interest, which results in a weaker security 

culture. That leads to the assumption that a fear driven environment hinders proactive 

incident reporting as it might bring project activities to a hold. This then hinders 

organizational learning and negatively influences the commitment from top management to 

SRM. If there are no (reported) incidents affecting the organization, the organization 

believes that there is no need to foster the topic of security and as a result to allocate 

resources. The gathered data indicate that there is a critically low level of reporting in 

organizations that leads to the assumption that there is a weak just cultural environment 

supporting the security culture.  

Another essential driver for security culture is the motivation of employees and the 

ownership for security amongst employees. Ruighaver et al (2007) argued that as long 

needs and recommendations from employees are ignored or neglected by management, 

employees will lose their motivation to invest in security and as a result may compromise 

security practices and expose the organization to risks. Beside duty of care, legal 

responsibilities or corporate responsibility at technical level, it is essential for organizations 

to keep employees motivated, especially in high risk and fragile environments. The 

motivation of staff is important to keep staff in difficult environments and to ensure they can 

work with an acceptable level of stress to succeed in project work. Therefore the 

consideration of individual feelings and perceptions is crucial for the motivation of staff, the 

trust in the organization and a healthy security culture. 67% of respondents would feel safe, 
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if the organization would implement a professional SRM setup in the field (figure 42 Annex 

A). On the other hand only 15% would feel safe without a professional SRMS (figure 43 

Annex A) while more than 42% would not feel safe; 11% would even reject a position in 

insecure environment without any SRM setup. This fact shows that motivation of staff, the 

trust in the employer and the recruitment of potential high qualified technical personnel is 

dependent upon the existence of SRM. In consequence it indicates a weak security culture 

and that the safety and security of staff is perceived not being first priority. 

One aim of the research was to review the SRM setups used by the focus groups 

working in NIC countries. The analysis of HRM sub-processes and characteristics 

discovered that there is a tendency that PBEs are neglecting the analysis of the context 

(38.9%), the conflict (38.9%), the definition of a security risk threshold (38.9%) and the 

implementation of a proper security risk management strategy. PBEs are strong in the 

implementation of risk assessment processes (78.9%). In average only half of the PBEs 

are implementing preventive security risk mitigation measures or emergency planning (e.g. 

SOPs (55.6%), medical evacuation or hibernation, relocation, evacuation (55.6%) or 

emergency planning (50%)). Only 44.4% of PBEs are actively planning business continuity 

in terms of SRM. Only 50% of errors, near miss incidents and incidents are reported to the 

respective HQs. This is why PBEs are ranked in figure 2 with the second lowest result after 

political foundations, reflecting a low degree of security culture and a low level of SRM. In 

consequence, PBEs show a low level of HRM. (I)GOs and (I)NGOs spend roughly the 

same attention to the characteristics of HRM. The biggest difference between the focus 

groups is located in the definition of a security risk threshold. 57.9% of (I)GOs defined an 

acceptable risk threshold while 75% of (I)NGO and 61.1% of PBEs did not. This might be 

grounded in the fact that (I)NGOs and Humanitarian Organizations are strongly based on 

humanitarian principles and through their definition of identity they are dedicated to the 

people in need and the support for the beneficiaries has first priority. Their SRM strategy is 

one-dimensional and based on an acceptance approach to ensure the safety and security 

of their employees. An interviewee from an (I)NGO stated that the one-dimensional 

application of an acceptance approach ensures the identity of (I)NGOs and Humanitarian 
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Organizations and therefore the safety and security of staff better than a protection or 

deterrence strategy compromising the identity of the organization and therefore the safety 

and security of staff. Contrary to this statement Marc Houben (2012) stated: ‘It is no longer 

relevant whether you carry a weapon or not. It is relevant whether you carry values and 

that makes you to a legitimate target.’ He means that an acceptance approach is not 

enough anymore to ensure the safety and security of staff in the field.  

Nevertheless, only 37.5% are using the strategic instrument of counter threats while 

applying a multi-dimensional strategy of acceptance (participation of the host nation, e.g. 

beneficiaries, target communities, affected communities; based on local ownership, do-no-

harm approach), protection (use of protective measures, e.g. technical equipment), 

deterrence (applying a counter threat, e.g. armed security) or avoidance (withdrawal from 

an area or avoidance of certain areas). The SRM of PBEs is based on corporate security 

principles and therefore is based on protection, deterrence or avoidance. The flexible 

implementation of a broader security risk management strategy would foster security 

change management and positively contribute to the security culture. In general evidence 

is provided that PBEs are lacking a security risk management strategy and the definition of 

a risk threshold. 

The services provided as part of the SRM-systems by the three focus groups show 

that (I)GOs reached a perceived high level of service provision for their staff to ensure a 

safe and secure environment in NIC countries but are still lacking management 

commitment and the attribution of necessary resources. The weakest characteristic in 

(I)NGOs are the process of lessons learned after incidents (30% of (I)GOs) and Crisis 

Communication and PR services (45% of (I)GOs). The cause may be a lack of feedback 

and reporting culture and the lack of a just culture environment which enables staff to 

report confidentially and blame-free. Another cause may be the political pressure towards 

(I)GOs to avoid errors and negative media reporting which may negatively impact the 

reputation and credibility of the responsible government. A cause for the low level of crisis 

communication may be internal agreements with the governmental media departments 

about a restrictive communication policy. A similar tendency in comparison to (I)GOs can 
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be seen in the implementation of HRM characteristics in (I)NGOs. Roughly 50% of (I)NGOs 

implemented HRM characteristics. Nevertheless, there is a lack of lessons learned (29.4% 

of (I)NGOs), the provision of transportation in terms of airport facilitation and disposition of 

office vehicles as well as crisis communication (35.3% of (I)NGOs) and PR services (35.3% 

of (I)NGOs). There are only 52.9% of (I)NGOs implementing proper crisis management 

procedures in NIC countries. The cause can be found in a lack of financial and HR 

resources and a lack of risk education (pre-deployment training and security risk 

management training) and therefore indicates a weak security culture. The focus on 

services in PBEs is manifested in travel security (77.8%), information distribution (66.7%), 

crisis management (66.7%) and the briefing about security (61.1%) as well as the individual 

advice to employees or programs (66.1%). The lowest attention is paid to site security 

(38.9%), transportation and disposition of vehicles (27.8%) as well as crisis communication 

and PR services (22.2%). The focus on technical protective measures may be caused by 

the professional training of security risk management advisors for corporate security units. 

In consequence, (I)GOs are prepared best for operations in NIC countries, followed by 

(I)NGOs and PBEs in terms of SRM (figure 46 - 54 Annex A). It can be argued that the 

implementation of HRM in NIC countries would foster the safety and security and create an 

acceptable work-environment for employees, the operational excellence of organizations 

and thus the success of programs and projects.  

In general there is an improvement of professional SRM in comparison to the past 

research conducted by the Humanitarian Policy Group. Gains made by organisations 

working in NIC countries are still not leading to SRM systems that fully reach the level of 

HRM. Thus SRM systems of organizations operating in NIC countries, especially in high 

risk and fragile environments reach neither the level of excellence nor professionalism 

required. It can rather be described as blissful ignorance. Reasons for this may be 

grounded in the lack of commitment by top management, no allocation of necessary 

resources and the low esteem for SRM.  

Taking all results from the online questionnaire and interviews into consideration, 

(I)GOs reach a percentage of 64.75%, (I)NGOs of 63.38%, PBEs of 59.63%, UN of 92% 
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and political foundations of 38% in the assessment of the eight dimensions of security 

culture, respectively the drivers of security culture. The level of SRM was assessed 

according the presence of characteristics, reaching 63.50% in (I)GOs, 51.96% in (I)NGOs, 

46.05% in PBEs, 77% in the UN as well as 23% in political foundations. The analysis 

shows that a weak security culture in organizations is resulting in a low level of SRM and 

vice versa (figure 3). Chapter 4 provides evidence that there is causal relationship between 

security culture and the level of SRM and therefore influences the level of HRM. 

Chapter 5 Conclusion and further research 

The fifth chapter summarizes the findings from the research and emphasises the 

causality. It reflects how the evidence discussed in the previous chapters proves that there 

is causality between the level of security culture and the degree of SRM measures which 

leads to a certain level of HRM. Furthermore it outlines issues for further research since the 

topic of HRM or security risk management represents a complex framework. 

The research intended to gather data about focus groups and to analyse if there is 

a difference between the SRM concepts applied by the different organizations. In a second 

step, the existence of causality between security culture and the degree of the 

implemented SRM measures was analysed. The findings are that an analysis of security 

culture based on a single framework is not possible due to the complexity and the tightly 

coupling sub-cultures such as just culture as well as legal and social requirements. Each 

organization is unique and implements SRM concepts based on individual corporate 

requirements. But the analysis has shown that standard concepts of corporate security 

approaches are not applicable and sufficient for NIC contexts. The HRM model combines 

security culture, good practices and lessons learned as well as minimum standards in SRM 

in NIC countries. No focus group that was analysed in this dissertation fulfils HRM 

requirements entirely. There is even a lack of adherence in insurance minimum standards 

present in organizations.  

The analysis of Ruighaver’s et al (2007) along Detert’s et al eight dimensions 

provides a good framework to analyse the existence and the degree of security culture in 
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organizations. The data gathered was used to test the relationship, connection and 

interaction of SRM and security culture. Evidence was found that a lack of implementation 

of drivers of security culture negatively impacts the degree of security culture. Again a 

weak security culture results in a low level of quality of SRM implemented which leads to a 

low level of HRM. On the other hand a low level of SRM measures shows a low level of 

security culture in organizations. There have not been any indicators that there are 

organizations with a strong security culture but a low level of SRM measures implemented 

or a weak security culture but a high level of implemented SRM measures. In consequence 

the degree of HRM is dependent on the level of security culture and the level of SRM 

measures. It has been identified that the most critical drivers of security culture that 

determine the level and quality of SRM are the commitment of top management in the 

respective organizations, as well as the direct exchange of information between security 

professionals or focal points and the management. Most of the organizations from all focus 

groups lack the commitment by senior management and direct reporting lines, clearly 

defined roles and responsibilities as well as mandates. Additionally there is a lack of quality 

control from HQ for SRM in the field.  

In most of the organizations the formal framework of SRM is present but the basis 

of truth and the balance between perceptions and believes about the importance of security 

by employees, the management and the organization conflicts in reality. As a result a weak 

security culture hinders proactive security risk management and therefore hinders HRM in 

NIC countries. Evidence was provided by the fact, that incidents could have been avoided if 

the organization would have implemented appropriate setups or measures (figure 20 

Annex A).  

The comparison of setups of PBEs with the setups of (I)GOs and (I)NGOs confirm 

that (I)GOs and (I)NGOs are focussing more on comprehensive setups to protect their 

operations rather than traditional standard models (e.g. corporate security management) 

used by PBEs. Nevertheless, PBEs concentrating on transparent and qualitative models of 

risk management while (I)GOs and (I)NGOs are lacking standard methods. A major 

difference between the focus groups is the use of risk management strategies. (I)NGOs 
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based their strategy on an acceptance approach and they believe that their identity as 

humanitarian or development actor provides sufficient protection. PBEs are focussing on 

protection and deterrence strategies, rarely applying acceptance approaches. The 

application of a mixture of required SRM strategies is dependent on the security culture in 

organizations including their world view and their definition of their identity. This leads to 

the assumption that no focus group implemented the required strategies for NIC countries 

entirely which consequently leads to deficiencies in their applied SRM measures. 

Finally, taking into account earlier research on the issue the security culture of 

organizations working in NIC countries improved significantly since 2011. Nevertheless, 

taken the increase of insecure environments into consideration, none of the types of 

organizations under consideration here are fully prepared to deal with an increasing 

number high risk and fragile contexts and incidents. As argued by different researchers 

such as van Brabant, organizations and their top management should take their legal 

obligation for duty of care as well as their social responsibility towards their staff seriously. 

Systems and success are driven and carried by its employees. Safety and security is a 

value for industrialized countries worth to be protected; for the target community, the 

partner countries, the people in need and their own employees. Organizations should focus 

on long-term security risk management planning including the allocation of necessary 

resources. Top management should be clearly accountable for the safety and security of 

staff in their organizations as a part of corporate governance.  

Having pointed out the main issues and findings of the research, there are many 

open questions and facts to be taken into consideration in further research. The quality of 

security culture and SRM, the legal perspective in terms of duty of care or one detailed 

case study of SRM from an organizational perspective and a top management's or 

employee's perspective. The analysis has shown that the topic of security risk management 

or humanitarian risk management has many more issue to offer for further research.  

This study focused on the gathering of data based on the opinion and belief of 

people. A qualitative, comprehensive research of the security culture of a selected few, or 
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even one organization would contribute greatly to the current discussions. Furthermore the 

research about the quality of SRM measures and procedures and its impact on security 

would contribute to a more comprehensive evaluation of procedures and measures used 

by organizations. This could be done by using the security culture matrix in figure 3, 

analysing individual organizations. A problem for further research on the impact of SRM on 

security that is taking the quality and degree of procedures and measures into account is 

posed by the fact that the method of counterfactuals would need to be applied. This makes 

it difficult to get reliable data.  

A further research topic could be the focus on specific drivers of security culture 

such as the commitment of top management, why they are committed or not and how they 

perceive the setup of SRM in organizations. 
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Statistical Analysis of the Online Survey 

Safety and Security Risk Management 

By M. Wagner 

 

Background Data: 
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Figure 3 diversity of participants 
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figure 5 functions of participants 

 

figure 6 size of participating organizations 

 

Overall Assessment based on questions 

 

0

5

10

15

20

25

7 

22 

9 

22 

9 

17 

13 

5 6 

12 

8 

3 

Functions of participants 

10% 

10% 

12% 

10% 

17% 

24% 

17% 

Size of participating organizations 

< 30 employees

30- 100 employees

100- 500 employees

500- 2.000 employees

2.000- 10.000 employees

10.000 - 50.000 employees

> 50.000 employees



 71 

 

figure 7 availability of a policy 
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Figure 20 
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Figure 23 
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Figure 25 
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Figure 63.1 
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