{TESS+} VHF Training

Module 3:
Standard radio procedures and callsigns

Read more about {TESS+}: www.wfp.org/telecommunications-security-standards &
Email: TESS@wfp.org
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Session objectives

« Standard UN radio procedures
* Explain the use of callsigns and SelV ID

« Assign VHF callsigns and SelV IDs for UN and NGO



Using the radio in a professional manner

* Be clear on what you want to send before pressing PTT, if necessary write the
message down first

* When transmitting a long message, divide it into sensible phrases and pause to
allow your message to be understood

« Check if the channel is available before transmitting
* Press the PTT button two seconds before speaking

* Hold the radio about 5cm from your mouth while speaking.



Using the radio in a professional manner

* ldentify yourself on the radio network with your callsign

* Never transmit personal details via the radio (names, addresses, phone
numbers etc.)

* Only use the UN working language (eg. English, French..)
« Speak clearly and concisely — do not shout

 Before starting your mission, confirm your radio is operational (e.g. battery
charged, power on, volume up).



Phonetic alphabet
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Alpha
Bravo
Charlie
Delta
Echo
Foxtrot
Golf
Hotel
India
Juliet
Kilo
Lima
Mike

AL FAH
BRAH VOH
CHAR LEE
DELL TAH
ECK OH
FOXS TROT
GOLF

HOH TELL
IN DEE AH
JEW LEE ETT
KEY LOH
LEE MAH
MIKE
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November

Oscar
Papa
Quebec
Romeo
Sierra
Tango
Uniform
Victor
Whiskey
X-ray
Yankee

Zulu

NO VEM BER
0SS CAH
PAH PAH
KEH BECK
ROW ME OH
SEE AIR RAH
TANG GO
YOU NEE FORM
VIC TAH
WISS KEY
ECKS RAY
YANK KEY
200 LOO
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Pro-words / phrases

* Procedure words or “pro-words” are easily pronounced words that have been assigned
special meanings to speed up message handling on radio networks.

Pro-word / phrase

Over End of my transmission, invitation to reply
Out End of transmission, no answer is required or expected
This is |dentifies sending station
Roger Acknowledge or confirm
Affirmative Yes
Negative No
Correction Indicates that an error has been made and the message will be
repeated from the last correctly transmitted word
Break Interruption to a transmission
Go to channel Change channel (e.g. move to working channel) .

Radio check Request report on radio reception TESS+}



Pro-words / phrases

Pro-word / phrase

Repeat all before Repeat all before a certain word or key phrase

Say again Repeat message or part there of

Send Send your message

Standby Wait on this channel

Standby on channel Wait on channel number

End of message No more information to send

Message received Confirm receipt of a message

Nothing heard If receiving no answer when performing radio check
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Radio check

Why do we do radio checks?

 To make sure that all radios in the network are on, reachable, functional and
ready to receive or transmit

* Ensure mission members are listening to the radio channel

« Check coverage of the radio network at your location.



Example - radio check conversation

Person1: BS base, this is BF 8.5, radio check, OVER.

Person 2: BF 8.5, this is BS base, | read you loud
and clear, OVER.

Person 1: This is BF 8.5, you are loud and clear as
well, OUT.
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Radio check - signhal report

- Signal strength - Readability

Weak Unreadable

(very weak signal) (unreadable)

2 Weak 2 Readable
(weak signal) (barely readable)

3 (fair signal) 3 (readable with slight difficulty)
4 (moderately strong signal) 4 (readable without difficulty)
5 Load 5 Clear

(very strong signal) (perfectly readable)
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Example - radio conversation

Person 1: BS base this is BF 5, message, OVER.
Person 2: This is BS base, send your message, OVER.

Person 1: This is BF 5, leaving from office to airport with
passengers BF 8 and BF 8.5, end of message, OVER.

Person 2: This is BS base, ROGER, OUT.
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UN callsign - format

AFS81

Department

Location

Agency Individual
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UN agency identifiers

T e T P e

Alpha
Bravo
Charlie
Delta
Echo
Foxtrot
Golf
Hotel
India
Juliet
Kilo
Lima
Mike

Worldbank

UNICEF
UNDP
UNESCO
WEFP
UNAIDS
WHO
UNIDO
IMF
UNIC
ILO

IOM

November

Oscar
Papa
Quebec
Romeo
Sierra
Tango
Uniform
Victor
Whiskey
X-ray
Yankee

Zulu

UNFPA

OCHA / UNDAC
UNOPS
UNDPKO / FALD
UNHCR

UNDSS

UNCHS / Habitat
UN Secretariat
OHCHR
UNRWA

NGO

NGO

NGO
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UN agency identifiers

 Fixed identifiers:
1 = Management and MSC senior staff

2 = Finance and Administration
5 = Staff Security, Wardens
8 = Technical support staff — ICT (Telecoms, IT, Electricity...)

«  Recommended identifiers:

3 = Logistics/Supply

4 = Programme/CS/field

6 = Agency specific (in UNHCR: PRT/RST/REG)

7 = Drivers / Transport

9 = Visitors / Agency specific! .
o\
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UN callsigns

* Assign callsigns for UN and NGO personnel using the UN callsign allocation
sheet

 Callsign examples:

= Individual: AF 8.1
= Mobile: Mobile F 123
= Base: AF Base

aN
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UN callsign allocation sheet

VHF UN Individual Callsign

Jordan

Amman

| COUTTVIEEETE ) Geation letter UN letters Department Individual number
(optional) number
Table 2b Table 3d Table 4d Table 6 00 to 99
eq (Juliet) | Alpha Romeo 2 0 0
- Jordan Amman UNHCR Admin Head of Admin
VHF UN Individual Selcall (9-tones)
| Sel-V feature | Country number Location letter UN number "?ten”f"r]‘;"; Individual number
Table 0 Table 2a Table 3a Table 4a Table 6 00 to 99

2 0 0

Admin Head of Admin
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UN callsign allocation sheet

-1 & -2 digit 1 digit 2 digit 3 digit 4 digit 5 digit 6 digit 7 digit 8 digit
Feature [sel-¥] COUNTRY LOCATION ! TOWN AGENCY DEFARTMENT INDI¥IDUAL
0-3 0-3 00-52 00-26 0-3 00-99
] FEFL] F S]] 3d FaTAb[4cTid
0 FAokbile Foo UM comman __J_0|EBase 1]
FA[Call Alpha 112161 Alpha Albo Kamal 0131 61| Alpha FAD 1| Management 01
F & Stun Eravo ZFa2 2| Bravo 02F32f 62| Bravo  |worldbank fIME 2| FinancefAdmif 02
F3[Unstun Charlie 3233 [ Charlie [Camp Fouar 03 33 63| Charlie |UNICEF 3| Logistics 1]
F 4| Silent Interrogate Delta ﬁTQTE-# Delta |Damascus |04 [34] 64| Delta  |UNDP 4| Frogram (L]
FE[Emergency exit Echo 05 o665 | Echo El Hassakeh[05 '35 65| Echo UNESCO 5| Security |
Fa1] Auto acknowledge) Foutrot 0G| E|[Foztrot [EI-Tanf F3E FEE[Foztrot [WFP E| Agency spec. |-to]
Gialf ?E 7 [T | Galf QZI? 76T Giolf UMMAS 7| Dirier |
Haotel & "8 65 | Hotel Homs & 38 " 62 [ Hotel wHO 8| Tech support 138
Tndia LLE] [India Yaroubia A 39 g [ India L8]33 G| Bgency spec. Fag
Juliet oo Jofiet TFE0F70] Juliet
Region [HF) Kila 41[771] Kilo 1 41 7| Kila Small LN
0-3 Lima 12 Lima Latakia TEFAEF 2] Lima
1 Fike T ke 3 37 Mike TOM YEAICLE (YHF]
Mowember 1444 74| Mowvemnber 14 44 74| Novemb{ UNFF A ooi-999
Oscar A5 F35 75| Oscar El Hol 15 45 75| Dscar DOCHA ! UNDA] If possible, last 3 digits from the HF selcall iF available
Fapa AE4EFE[Papa Aleppo 16 46 " 7E[Papa otherwize sequential numbering.
Guebec A7 P77 [ Quebec | Quamishli T4 F77[Quebec [DNDOF FONTSO
Fomeao #4273 Bomeo [Deir-El-Zor 18 EB Ti|Romeo |UNHCR [1]]
3 |[Sierra Syria 191449179 Sierra 19 49 73| Sierra UNDSS 03
Tango 20 fE0/%0( Tango | Tartous 20RO 30| Tango Habitat 0
Uniform 2B 3] Uniform 27 51 81| Uniform [UM Secretariat 04
‘ickor 2152 2| Wictor 2EPREF g2 Victor [
Whizhey 36 e Whiskey 3 /53 [ 23 Whiskey | UNBWA [E
A-ray 454 Fad | H-ray 24 PR a4 [ E-ray [[En] 0]
‘fankes B [B646[Yankee |Palmagra 2EF R EE[Yankee  |NGOD |
2l EEE 56| 2ulu R OE[ a6 | culu TG0 B
?E?E? wihadier ZrfaTfarY |
SESES Tamgc zafrmafas 3
k] ] ] ] EE
[ 10 gD pe] =10 I
a1 ]
2 -tio-
Small Uk agencys 3 33
[ 4 NGO ! IP Agency DEPAHTMENirNDWIDUAL
[ 5 301- 326 ; 401- 426 ; 501 - 526 L 0-3 0-3
|53 [ 5a 5h
k4 E? | ETT A-ray Alpha 0| Base F 1
[ £ -tid- -tid- 1] Management 1
FE | k] 32E A-ray Zull Z|FinancelAdmifF 2
K7 3| Logistics 3
[ 301 ‘fankee Alpha 4| Program 4
|2E:] -tio- -tio- B[ Security 1]
326 ‘fankee Zulu E| Agency spec. E
7| Driver 7
301 Zulu Fapa 8| Tech support E]
= = 3] Agency spec. E]
fefel Zulu Euly




UN callsign allocation sheet

-1 & -2 digit 1 digit 2 digit 3 digit 4 digit 5 digit G digit 7 digit 8 digit
Feaburs CHUNTRY LOCATION ! TOWH AGEHCY DEFARTHENT INDPYIDUAL
03 05 0052 00-26 [E] [OEE]
] Za |20 T 30 3¢ |ad da b i |ad 3 I_
0 Maniie m UM comman U |base 1]
1 |cal Alpha ] 31 E1 |Apha Bambar [ 3 &1 |Alpha Fan 1 Managemert L]
Z_|5un Bravo [H 32 B2 |G Bangul [F = 62 |Bravo WondbankF MUBAD z FinancelAdmin 02
3 |unsun 1 |Chanie  |Camemon | 03 33 &3 Enie | Camot [ FE] £3 |charle  |UNICEF 3 Logistics ]
4 [Slentines| 7 |Deim Chad [T 34 E TdEle [} T B4 |D=fa UNDF [IHWOMER ] Program ]
E 3 |Echa jualona Gur 05 35 48 0 Bemeral [ 35 B5  |Echo T |Secuny ]
51 |AuD acknowiedge | Fodiot % T 3 = %5 [Fourot  |WrE €  |Agency sper. T
7 |Gar Zabon 07 g Bossangoa | OF 3 E7__|=olf 7 Dtver ]
2 [ T ] E
B [ ] ]
10 i
11 il
12 72
[E] 73

§ otheralse [ast 3 digis from

TNDIVIDUAL
o5
0
i
: 2
baated - 21 Jullat 20 3 Logisties 3
a0 ¥ankse Alpha 4[Program 4
T Er 5| Secunty 5 AN
426 Yankze Alpha B Agzncy speq B
7| Driver 7
] Tl Paga B Tech suppor] B
o T Sl Agency sped 5 {TE SS+ }
=26 Zulu Zuw




callsign allocation sheet

-1 & -2 digit 1 digit 2 digit 3 digit 4 digit 5 digit 6 digit 7 digit & digit
Faahars COUNRTRY LOCATICN ! TOWH ASENCY DEPARTEENT INDPSIDU AL
[=] 03 052 D0-25 03 0093
I |ad 3 I_
N common 0 |oase 1]
£1 |Alpha FaD 1 Management a1
FIEET VWondbankiE MUE D z Financa/Admin [77]
£3 |Charle  |UNICEF 3 Logislics 03
B2 |Deha UNDP JUNWOMEN E3 Program ™
B |Scho 5 |Securly ]
65 |Foxtnof WFP B AQENCY EPEC. -
7 BT |Goif T Drlver ]
] g8 |rotel WHO B |Tech support ]
] £3  |india Pl B |Agency spec. ]
a0 70 |Jullet
F3] 71 |rio
42 72 |Uma
43 73 |Mike oM VEHIGLE
4 74 |Movember |UNOPS 001-335
a5 75 |Oscar OCHA I possitie, 351 3 digits from the HF s2ical 1T avallaole oihenalse |35t 3 s Tom
[ 76 |Papa NFPE the mumber piate
a7 7T |@u=nec
EE] 76 |Romes  |UNACR [0
a8 75 |Siema UND55 Doz
50 80 |Tango D03
51 81  |Unform | |MINUSCA D04
5] B2 |wvichor ONUSIDA mos
= B3 |Whiskay 3
54 B2 |Xaay NGO Da7
g5 85 |vankee  |NGO ]
) &  |2uu NGO -
57 &7 ]
=5 =] Feseried WEF EH
] ] EEE)
] &
]
I |3 WFP mobles
EE]
NGO 1P DEPARTMENT TNOIVIDUAL
T01 - 326 ; 401 - 425 ; 501 - 526 [E] (E]
]
Feiay AT 0|base ]
- 1| Management 1
¥-3y Zuu 2| FinanceiAdn| z
3| Logistics. 3
Yankee Alpha 4| Program 4
Y A== 5
Yankee Alpha &|Agency sped -]
7| Dnver 7
ZUU Paga & Tech suppor H
o 5| Agency speq g
Zulu Zu
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UN callsign allocation sheet

1 & -2 digit 1 digit 2 digit 3 digit 4 digit 5 digit 6 digit 7 digit 8 digit
Featurs | COUNTRY | LOCATION | TOWH | AGEHCT DEFARTHENT INDIVIDUAL
[E] 0-5 0052 00-25 03 [EE]
[ [ & 4|40 3 I_
LM comman 1] Base 1]
1 61 |Alpha FAD 1 Managament o1
B2  |Bravo WaorkdbankiFMUBAD 2 Firanca'Admin o2
63  |Charls UHICEF 3 LogIRics 03
[ Daita UNDP IUNWOMEN 4 Program 04
&5 Echo 5 Securty 1
55 |Foxirof WFP AQENCY 5peC. -
Driver ]
B Tech sunpor S
g AgENCY EpEC. e
VERICLE (VAIF]
NOP S 001-333
OCHA If possibie, |ast smgtsfrunmeHhemanrammmmmama igits from
UNFPA the number plate
Ramen UNHCR [
5 |Siema UNDS5 (LIRS
81 |Tango Lk
a1 Uniform MINLSC A [
82  |\Vicior OHUSIDA [
83 [wnisksy D06
B [Xray NGO T
85 |Yankse NGO 1
86 |Julu NGO -in-
&7 1
&8 Resaned WEF el
& E=x]
E]
a1
- |38 WFF moblies
2]
3!]1-3_25:4111--1-25 0l - 526 -3 (5]
Sb [
w13y Alpha NEEES [
- 1| Managemen 1
KAy Zul 2| FinangaiAdn| 2
3[Logistics 3
Yarkes Alpha 4| Program 4
i 5| Secunty 5
Yankes Alpha 6| Agency sped 3 }\|
7| Dirver T
Zulu Fapa B[ Tech suppor] B
- S| Agency sped e
3 ZuluZuu {TE SS+ }




UN callsign allocation sheet

-1 & -2 digit 1 digit 2 digit 3 digit 4 digit 5 digit 6 digit 7 digit 8 digit
Featurs COUNTRY LOCATION ! TOWH ABENCT DEPARTHENT IHOIDUAL
03 03 00-52 00-26 03 0093
[ P ET) ) 3 [ad [T] ib & |4d E I_
1] Wakblle 00 UM common o Sase oo
1 |cal Alpha 1] 3 £l |Apna Bamban ] E1] 61 |Alpha FaO 1 Managamert ]
2 |5wn Bravo [H 32 &2 |Brave Bangul | a2 =] B2 |Bravo WoridbanuF MUBAD 2 Finance/Admin (7]
3 |unsun 1_|Charle  |Cameroon | @3 33 3  |charle  |Camot [=] =] 63 |charle  |UNICEF 3 Logisiics 03
4 [Glentinter| 7 |Deim Chad [T ETl &1 |Defa Hdele (] ET] B4 |Defa UNDP JUNWOMEN 1 Program o
£ |Emergercy 3 |Echo juatoral Guin 3E 5 |Echo Bemarall 35 B5 |Echo T |Secudty
T1 |AliD acknowiaoge | Foeiot £ E6  |rodimt 5] T B |fonool |WiP E  |Agency spec.
2 |Gor =abon a7 37 Goir Bossangoa | OF 37 67 __|Gor 7 Ditver
Fintel [ 36 Hiokel (] ET] 63 |Hotel WHO B |Tech suppor ]
E [india Central AT 09 38 I3 (] L] 63 |inga Pl o |Agency spec. 7]
JulTel 0 a0 0 a0 70 |Juliet
Ko 11 i 7 ¥agaBandol 11 a 71 |kl
0-3 Lima 12 a7 7 Baalima 12 [F] 72 |uma
8 Mika 13 i3 i) Kl i3 13 73 |Mike G VEHICLE
1] 4 |Nowember [Nigana 1 & 74 ] aa 74 |November |UNOPS 001353
1| Cameroon Dscar i5 i 5 i5 45 75 |Oscar OCHA f poesitie, st 3 digits from the HF saical If avalladle otheralse 135t 3 Ggis from
Z | =abon Fapa 16 36 ] 16 6 76 |Fapa UNFPE e rumber piate
3 |@ional Guinea Qusbes 7 7 T 17 a7 77 |Quebec
T | wigena FOmED 5] I i) 8 1B 76 |Romen  |UNACH oa1
5 |SaoTome| & |Sema  |Sao Tome 10 40 |4 49 70 |Slem UNDES D1z
3 CAR Targo R EE B0 [T 50 &1 |Tango D02
7 Cnad Uniform 1] i Bl |U £1 81 |Umfom  |MINUSCA D04
B Victor =
9 Vihiskey 23
X-ray 24
T |vankes 25
Zulu F3
Frj
2|
20
- .
[ THPORTANT ] 7] gl
52 i % WP mooles
[Callzigns = Counfry | Locaflon [ Agancy | £ EE
o NGO 1 1P DEPARTMENT INDIVIDUAL
[Eekcall = Ragion I Country | Agency 1 Locar = 501 - 396 - 401 - 425 ; 501 - 526 [E] O]
% =] 50
NN o e i3y Alpha EEES 0
o] e T 1 1
] 33E ¥-r@y Zuu 2| FinancaiAdn| Z
3[Logetes :
a0 Yankae Alpha 4| Program 4
a0 o 5| Secuniy B
436 Yankae Alpha 6| Agancy sped 6
7| Drver 7
=0 Zu Pana &|Tech suppor B
0 o ofAgancy sped 9
526 Zulu 2
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UN vehicle callsigns

* When using a vehicle radio the personal callsign of the caller should be used

 Vehicle radios are still programmed with a callsign and SelV ID based on the
UN callsign allocation sheet (for identification and stun/un-stun features)

 Vehicle radio callsigns are usually the 3 last digits of the vehicle number-plate
but can also be assigned with numbering (001 — 999)

- Example: Mobile 001, 002 etc.



SelV (Sel-5)

 SelV defines a unique ID for each radio in the network
 Every radio must be programmed with a SelV ID

* ASelV ID is 8-digit in length.



SelV ID - format

4 01 06 8 01

| |
Location Department

Country Agency Individual

aN
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SelV

 Use the callsign allocation sheet to allocate the SelV ID

* Follow the same process as you do to assign a callsign but SelV IDs are all
numbers instead.



SelV

For individual SelV IDs:

- DF8 SelV ID ends with 800
- DF 8.1 SelV ID ends with 801
- DF 8.1.1 SelV ID ends with 811
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Now, let’s practice together

Location, Agency, Position

Bangui, UNDP, Head of ICT
Mbaiki, WHQO, Security Officer

Batalimo, |IOM, Security Assistant

Nola, WFP, Driver

Callsign

BD 8
MH5
LM 5.2

NF 7.1

SelV ID

60204800

613 085 00

61213502

414 06 7 01
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Let’s practice some more

Callsign

RC 8.1
GR 3.1
US 5.2

KF 7.1

Location, Agency, Position

Bria, UNICEF, Deputy Head of ICT
Bossangoa, UNHCR Logistics Officer

Bangassou, UNDSS, Security Assistant

Kaga Bando, WFP Driver

SelV ID

6 18 03 8 01
6 07 18 3 01
62119502

61106701

T\
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Student resources

« UN callsign allocation sheet
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Questions and remarks
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