{TESS+} VHF Training

Module 3:
Motorola equipment programming

Read more about {TESS+}: www.wfp.org/telecommunications-security-standards &
Email: TESS@wfp.org
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Session objectives

* Program Motorola radios with the standard codeplug
« Test admin functionality (stun, un-stun, silent interrogate, emergency)

» Program Motorola repeater with the standard codeplug



Radio configuration - program radio

* Run the equipment software and connect the programming cable
* ldentify the callsign and SelV ID

* ldentify a channel (simplex frequency)
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ID SelVID




Program Motorola handheld radio
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Radio configuration — software (CPS16)

* Install the following software for Motorola radios with old firmware:

MOTOTRBO CPS16

Customer Programming Software (old firmware)




Program Motorola radio (CPS16)

* Run CPS16 - read standard codeplug

. MOTOTRBO Customer Programming Software - X
- Device Features Remote Help
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rogram

Motorola radio (CPS16)

L]
* Check and modify SelV ID
ecK an odl e
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Program Motorola radio (CPS16)

Add SelV channel

B MOTOTRBO Customer Programming Software - [Untitled1]
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Program Motorola radio (CPS16)

e Rename channel

B MOTOTRED Customer Pragramming Saftware - [Untitled]]

- ] *
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Program Motorola radio (CPS16)

« Update the frequency and PL tone

B MOTOTRED Custemer Programming Software - [USER DP4801e.cth] - o x
g g
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Program Motorola radio (CPS16)

« Add SelV functions to the channel and then write/clone

B OTOTRED Custarner Pregrarmming Seftware - [Untitled1] - o x
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Radio configuration — software (CPS2.0)

* Install the following software for Motorola radios with new firmware:

&

MOTOTRBO CPS2.0

Customer Programming Software (new firmware)
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Program Motorola radio (CPS2.0)

* Run CPS2.0 — read standard codeplug

eeeeeeeeeeeeeeeeeeeeeeeeeee

] E E
Write Clone Express

1H Y *H
Update Register Activate
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Program Motorola radio (CPS2.0)

* Check and modify SelV ID

@ Admin PTTID DP4801e.cth? - MOTOTRBO CPS 2.0
File  Device Licenses

Toole Help

Admin PTT ID DP4801e ® General Settings

Sat Categories
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-
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Program Motorola radio (CPS2.0)

* Add SelV channel

& Admin PTT ID DP4801e.cth2 - MOTOTRBO CPS 2.0 - X

File Device Licenses Tools Help

r )= VE HH =HH 1H W *H
Open Read Write Clone Clone Express Update Register Activate

Admin PTT ID DP4801e » Zone » Channel Pool x
Set Categories a2
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a Device Information Voice Announcement File None
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> D Job Tickets
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Program Motorola radio (CPS2.0)

e Rename channel

Zone Name Channel Pool

Voice Announcement File None

Zone ltems
SO AT
Position Channel Type Channel Name | Voice Announcement File Channel Bandwidth (kHz) Scan/Roam L
» e 1 5 Tone [ChanneIS None 12.5 None
« D ]

1 items found (0 currently selected).
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Program Motorola radio (CPS2.0)

« Update the frequency and PL tone

General RX/TX 5 Tone Encode 5 Tone Decode

Frequency (MHz) [ 136.025000 Frequency (MHz) [ 136.025000

Squelch Type [TPL

Squelch Type | TPL
Offset (MHz) quelch Type |

DPL Code (Octal) 023 DPL Code (Octal) 023

0.000000 |
DPL Invert  No DPL Invert  No
.
TPL Frequency (Hz) | 67.0 | 8 TPL Frequency (Hz) | 67.0
TPL Code | Xz ' TPL Code | XZ

Ref Frequency (MHz) [Default Ref Frequency (MHz) lDefauIt

Unmute Rule [Std Unmute, Mute DPL Turn-Off Code  Ves

voX [ |

Squelch Mode [ PL & Tone

PL Override [ | TPL Reverse Burst [Standard

Auto Reset Mode [Carrier Override Power Level [High

TOT (seq) |60

@l B
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Program Motorola radio (CPS2.0)

« Add SelV functions to the channel and then write/clone

@ 5 Tone Decode

Available

|

Decode Telegrams

(1) Called In
(29) Stun
(3) Unstan
(4) Silent Int
(5)Incming Emgcy
(6)

(7
9

Emgcy Exit
Ack1

)
) PTT-ID
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Program Motorola radio - admin functionality

« Test admin functionality (stun, un-stun, silent interrogate, emergency)
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Live demonstration — program Motorola handheld

 The facilitator will now show you how to program a Motorola handheld radio
with SelV functionality.

Time needed:
appx 30mins
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Admin functionality using Motorola radios

 Divide into three groups of 4 people

* Use a handheld radio and do the following:

= Program it with a network controller codeplug
= Stun / un-stun and silently interrogate another user radio
= Initiate and deal with an emergency alert Exercise

= Confirm the features work as expected

The network controller codeplug contains features that, when used incorrectly, can seriously
disrupt network operations. Make sure to program this codeplug in network controller radios
only!



Questions and remarks
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Program a repeater with standard codeplug

« Parameters to program a repeater:

@ TPL tone

Power level

{TESS+}



Program a repeater with standard codeplug

Resources:

 See the programming manual "Programming Motorola repeaters"” in the
{TESS+} online repository which will guide you on how to program a Motorola
repeater.

{TESS+}



Programming Motorola repeater
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Programming Motorola repeater (CPS16)

* Run CPS16 - read standard codeplug

. MOTOTRBO Customer Programming Software - X
- Device Features Remote Help
: ‘éﬁ ) ‘ Q ‘H! 4 ‘ 192.168.11.1
Cut Copy Past Search Biuetooth

H‘Q“K
Save | Reports | Delete | Cut Copy Paste rch | Read Write Clone

Fie Edit
& @
: RM | Open

[Expert View | [ oMl



Programming Motorola repeater (CPS16)

« Change repeater name

B MOTOTEBE Custeener Progeamming Sedtware - [Analeg - DR300 - Vidcrb] - o x
[(] Fis Edt ‘Vew Device Festwes FRemcls Widow Help - B o®
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]
=
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Clone Raedio Igentity seftng
+ For MOTOTREO 2.0 radios, you ank nol allcwed o ledve a Blank vaiue for this fisld. This dependency is only applicable in CPS 11,0 and higher
= This feld resets 1o the detault value il i has a blank value duning a read cperalion. This dependency s only applicable in CPS 11.0 and higher, and MOTOTRED radios. L
& Htha sror ordor 3 wakie mces fhian 15 charmciong e o necolbs ntha nnovenees vl Thic dononnonmy i nnke anndeahdo fre S Sonog Cremamaonrial rmcing with MIOTOTRRG 1 inkd
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Programming Motorola repeater (CPS16)

« Add/change codeplug password

- X

B MOTOTRED Custormes Prograsneming Softwase - [Analeg - DRI000 - VED.cth]
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masiond]. Whan you slop holding down this bultion, the Codeplug Password feathers masics e password as dobs or asdensks.
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Programming Motorola repeater (CPS16)

* Add repeater analogue channel

W MOTOTRS0 Custerner Programening Scftwaee - [Analog « DRIN0D - V3 DLth] - 0 x
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Programming Motorola repeater (CPS16)

« Add Tx/Rx frequencies

B MOTOTRBO Customer Programming Seftware - [Analog - DR300 - V30.ctb]
[ Fis Edt View Dwvica Feotrss Fomols  Window el - F X

= 2B 3 ¥ L 8O @ M M B e =
Search | Resd Wrike Ciong  Blusiooi

RAM  Open Save Repots | Deiste | Cul Copy Fasie
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OFL bewvert [ DFL imeert [
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v

TX Squelch Type
Sets thi type of encoding the radio ransmits on this channel. The options are Carmier Squelch (C50), Tone Private Line (TPL) and Digital Private Ling (DPL). This feature allows for mons
peivacy on a frequency. This i a channel-wide feature

Hotes
« The RX Only feature must be disabied
= This feahre is applicable o MOTOTRED Comentional radios, MOTOTRED SLR Series repealers and Anahog mode and 3600 Trunking capaiie radics in Comenional mode only.
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Programming Motorola repeater (CPS16)

 Set TPL tones

I MOTOTREO Customer Programming Software - [Analog - DR300D - V30.cth] - o=
[A Fis Edt Veew Device Festues Remotn  Window  Help - & x
& @ 3 (¥ (2 mo@ | QA (= B n

Buetzoth .

RM | Optn Save | Repoms | Delste | Ol Copy Paste | Search | Resd Write Clone

Search password & By Hame = Match Partal -
= T
WA Genernl Seftegs Ch 01
W sccessones Top RX TX
@ Security
]’E wdlic Enhancemant | pone - £t
S\ Lk Establshmens
e Sites,
Al Takgroups
= @ Crarnes
B & Zonet
{1 |G

OPLimvert [

Tequency (HZ) [141.3—

Bquency (HZ) |141,3-%

TPLCode |48 TRLCode |sa -

TX Squelch Type

Sets the type of encoding th raded ranamits on his channel, The oplons ane Camier Squelch (C5Q), Tone Private Line (TPL) and Digital Private Ling (DPL). This feature allows for mong
privacy on @ frequancy. This is a channel-wide feathure.

Holas

= The RX Only feabure musl ba disabled.
» This feature is applicable to MOTOTREOD Commantional radics, MOTOTRBO SLR Sedies repeaters and Analog mode and 3600 Trunking capable radios in Comaantional mode onty

[enen
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Programming Motorola repeater (CPS16)

« Set power level and write/clone

B MOTOTEES Custemer Programming Seftware - [Analog - DR300 - V3.0.cth]

- =) ®
3 Fie Em  view ODevice Feotwes Remote  Window Hep - B X
i@ oF B 3 ¥ £ m B QA e M W B (e -
RM | Open Save FReports | Delete | Cut Copy Paste | Search | Resd Wrte Clone | Basstooh L . |
Search passwond & By Nome = Meich Parksl -
B i R 1000
W scorpones e BX IX
P Secwrty . —_ ——— .
g DPL Cooe (oeamh iz Copy | DPL Code (Oxtal [iz3
B Link Essablshmant
Lt Sann oPLievet [ DPLivert [
£ Toegroups TeL Frequeesy ) [1a134] TR Frequeessy (2} [1a1.32]
F 8 Crannes
B ‘ Fonel TRLCode i - TR Consé I.mL -I
;T;i-:l:hll
Raf Frocusncy |Cetms = Rel Frecusncy (Detps =
Unmute Rule | Su Unmate, Mute 1| DFL Tun-Of Code [
T Squelch Type
Sobs tha bypa of encoding Bhe radia fransmits on this channel, The cptions ane Camier Squalch (G500, Tens: Private Ling (TPL) and Digital Privabs Ling (DPL). This feature alldws for mone
privacy on a frequency. This is 3 channal-wida faature
Notes
& This R Orily heaban rrus] b debbled.
= Thes fealure 5 applicatés o MOTOTRED Corrventicnal radios, MOTOTREBO SLR Series repealers and Analog mods and 3600 Trunking capabla radics in Comeentional mode only.
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Programming Motorola repeater (CPS2.0)

* Run CPS2.0 — read standard codeplug

File Device Licenses Tools Help

r 4 _| =HH 1H ¢ *H
Open Update Register Activate

CCCCCCC
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Programming Motorola repeater (CPS2.0)

« Change repeater name

@ Admin PTTID DP4801e.cth2 - MOTOTRBO CPS 20

File Device Licenses Tools Help

oy . L T =g § 18
Open Save Read Write Clone Express Update

Admin PTT ID DP4801e * General Settings

- I

Register | Activate

Set Categories General  CWID  Audio Profile  Microphone  Backlight  BatterySaver  Alerts  Persistent LRRP Requests  LoneWorker  PowerUp  Passwerd and Lock

¥ E‘ Configuration - Front Programming Password ~ Delete Al 5 Tone ID

H Device Information

v General
m (») General _— T
D Welcome Bitmap - -
Radio Alias  AB1 )

D Language Packs

D General Settings £} Radio
D Accessories GNSS  |v|

D Contral Buttons GNSS :GPS;’QZSS n
D Text Messages Private Calls ~ |v

D Telemetry Site Search Timer (sec) | 15 ‘ g
B Menu ARS Initialization Delay (min) |0
g ;E:::k TX Preamble Duration (ms) | 960 ‘ g

TX Inhibit Quick Kev Override v
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rogramming Motorola repeater (CPS2.0)

« Add/change codeplug password

‘ SLR 5500.ctb - MOTOTRBO CPS 2.0

File  Device Licenses Tools Help

SLR 5500 » General Settings

Set Cate

v @ Configuration

E Device Information

v E General
[D General Settings  §3% }
D Accessories
D Security
D Network
D Link Establishment
[ MOTOTRBO Link
D Sites
D Talkgroups
» D Zone/Channel Assignment

r _| L VB HH =l tH w * B
Open Save Read Write Clone Clone Express Update Register Activate

General  Battery

Disable All LEDs

Backup Repeater Connected

lllegal Carrier Timer (sec)

lllegal Carrier RSSI Threshold (dBm)

llegal Carri le

Codeplug Password

- X
X
Alarm Type  CWID  Voting
D a
O
K '8
(100 | 8

*
1

i
9

(») Battery
Battery [ |
DC Operation Only | |
DC Primary Source [ |
Battery Charging [ |
Output Charger Voltage (V) 13.8
(®) Alarm Type

Reference Clock Source Type

External Clock Frequency

{Intemal Only .

5MHz - N\
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Programming Motorola repeater (CPS2.0)

* Add repeater analogue channel

 SLR 5500.cth - MOTOTRBO CPS 2.0 -

File Device Licenses Tools Help

Wy LN Wl <HE || 18 % | +H
Open Save Read Write Clone Express Update Register | Activate

SLR 5300 * Zone * Zonel

Set Categories

v [F Configuration Lone Name | Zonel

E Device Information
¥ ﬁGeneraI ; N
D General Settings ;f i_”j; @ ,& v

D Accessories
D Security
D Network
[ Link Establishment
[ MOTOTRBO Link
D Sites
D Talkgroups
v [ Zone/Channel Assignment { I

1 itemns found (0 currently selected). &\

Zone ltems

Position Channel Type | Channel Name | Channel Bandwidth (kHz) | Squelch Squelch Level | Voice Emphasis

(& 1 Analog Channell 12515 Normal 6 Nene
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Programming Motorola repeater (CPS2.0)

« Add Tx/Rx frequencies, TPL tones and power level

D General Settings
D Accessories
D Security
[ Network
1) Link Establishment
[} MOTOTREO Link
D Sites
D Talkgroups
v ﬁ Zone/Channel Assignment

() Zone £

QR

Frequency (MHz) ‘ 130.675000

Squelch Type | 0L

Offset (MHz)

0000000 |

TPL Frequency (H2) | 1413

TPL Code @A

Unmute Rule | Std Unmute, Mute '

Frequency (MHz) ‘ 143675000

Squelch Type | TPL

TRL Frequency (Hg) | 1413 | 8

TPL Code |4A l

OFL Tum-Off Code Ves

TPL Reverse Burst JStandard

Pover level | High

TOT [sec) |60 |

{TESS+}



Programming Motorola repeater (CPS2.0)

* Write/clone

€ SLR 5500.cth - MOTOTRBO CPS 2.0

File  Device Licenses Tools Help

tE w [ *B
Update Register | Activate

€ SLR 5500.cth - MOTOTRBO CPS 2.0

File  Device Licenses Tools Help

- = Qe || HE
Open Save Read Write Clone

<EE

Clone Express

tE w [ *B
Update Register | Activate
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Live demonstration

 The facilitator will now show you how to program a Motorola repeater.

Time needed:
appx 30mins
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Group exercise: programming a Motorola repeater

» The class will now come together for a group exercise where you will setup a
Motorola repeater. This exercise is subject to the availability of equipment.

Time needed:
appx 45mins

aN
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Student resources & manuals

* SCS VHF-UHF standards V64
« TESS VHF standard codeplugs

* Equipment manuals (Motorola)

Please also see the following manuals:
* Programming manuals SelV - Admin functions Motorola SelV

* Programming manuals - Programming Motorola repeater



Questions and remarks
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