{TESS+} VHF Training

Module 3:
ICOM equipment programming

Read more about {TESS+}: www.wfp.org/telecommunications-security-standards &
Email: TESS@wfp.org
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Session objectives

* Program iCOM radios with the standard codeplug
« Test admin functionality (stun, un-stun, silent interrogate, emergency)

* Program ICOM repeater with standard codeplug



Radio configuration - iCOM programming software

* Install the correct software for iCOM radios depending on the device that you
are going to program:

O E — « CS-F2100D: handheld
I C O M & « (CS-F3160_F5060: mobile and base

« (CS-FR5000: repeater
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Program iCOM handheld radio
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Program iCOM handheld radio

* Run CS-F2100 (for handheld) — read standard codeplug file

u Untitled - CS-F2100D (dPMR) - X
File View COMPort Program Model Adjust Help

D=3 288 Nk
| Contents List Top Page
# 1c-F21000T
0 ooy CS-F2100D (dPMR)
3 Analog Revision 1.00
£5 pT™F
) Scan
) Emergency
) User Interface
) Common

Programming Software for IC-F2100D Series

(C) 2018 Icom Inc.

Help Meme
You can enter text here

IMPORTANT &\

The CS-F2100D (dPMR) programming software is designed to use for data entry, settings and programming for the IC-F2100D transceiver.
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Program iCOM handheld radio

* Add SelV channel, update the frequency PL (Continuous Tone)

Contents List Zonel: (112 Remaining)
é IC-F21000T Frequency (MHz) CTune Analug Scan List
Memory CH
o M-ﬂ-lﬂlﬂ
UN RP | Analog | 168325000, 163326000 | 1413 TlmA
gi:lallggt 1 2 JP l Analog | 152325000, ¢ 141.3J ¢ L1 Titm-A N 1
B Continsous Tone MMM S5Pr 2 Anelog | 142500000, ¢ 3« | U T | N 1
£ 5-Tone ! !
! RX Code CH L |
I RX Code Setting m ! !
I TX Code Setting 1 |
 Format m v
B UserTone  |€ >
I Signaling Profile  Analog - Signaling Profil: (31 Remaining)
D Sgpaing
B WHIIIIIEI@
ut InfOff | out | out
gg‘"'"""‘“ Boh . LOFF USER BTM | 12345678
ommon
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Program iCOM handheld radio

* Check SelV functions (SelV ID, stun, un-stun, silent interrogate)

Contents List 5-Tone RX Code CH

B ic-F210007 Emer Auto
B Memory CH CH RX Code Text Cancel ABC ™ Aud Scan
B callList 140406801 CCALL on  Melodyl A,
(3 Analog 3 290406601 STUN ON | 6 Stn |
g;;':::“"“”"“ Il 340406601 UNSTUN N 16,  Reve,
- KB 440406801 INTERROG oN 6 o
Code Seting | 5 FRREE EMER 1l on. © Melody11/R L
I T CodeSeting MM 40406801 EMER EXI on  ON | o
! Format Flestrerss HL-H ON
Bl UserTone “ HH | L ! L |
| signalingProfile ({6 — - GROUP Blink, — PiPi — Aud |
B3 oM
3 Scan
) Emergency
£ User Interface
£ Commen
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Program iCOM handheld radio

* Write/clone

« Test admin functionality (stun, un-stun, silent interrogate, emergency)
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Live demonstration - program iCOM handheld

 The facilitator will now show you how to program an iCOM handheld radio
with SelV functionality.

Time needed:
appx 30mins
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Admin functionality using iICOM radios

 Divide into three groups of 4 people

* Use a handheld radio and do the following:

= program it with a network controller codeplug
= Stun / un-stun and silently interrogate another user radio
= Initiate and deal with an emergency alert Exercise
= Confirm the features work as expected

The network controller codeplug contains features that, when used incorrectly, can seriously
disrupt network operations. Make sure to program this codeplug in network controller radios
only!



Program iCOM base/mobile radio




Program iCOM base/mobile radio

* Run CS-F3160_F5060 (for mobile and base) — read standard codeplug file

& Untitled - CS-F3160/F5060(HA) / IF13006U
File View COMPort Clone Model Adjust Help

D:”-ﬂ -3[+8/-8| Nk
S o CS-F3160/F5060(HA) / IF13006U

{3 dPMR Revision 1.1 /10 TONS

-D 5Tone Cloning Software for IC-F3160/F5060 Series

(C) 2010 lcom Inc.
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Program iCOM base/mobile radio

* Add SelV channel, update the frequency PL (Continuous Tone)

File View COMPort Clone Model Adjust Help
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Program iCOM base/mobile radio

* Check SelV functions (SelV ID, stun, un-stun, silent interrogate)

File View COMPort Clone Model Adjust Help

0| @] 38|08 Nk
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Program iCOM base/mobile radio

* Write/clone

« Test admin functionality (stun, un-stun, silent interrogate, emergency)

’aN
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Programming repeater with standard codeplug

« Parameters to program a repeater:

@ TPL tone

Power level
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Programming a repeater with standard codeplug

Resources:

 See the programming manual "Programming iCOM repeaters" in the {TESS+}
online repository which will guide you on how to program an iCOM repeater.
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Programming iCOM repeater




Programming iCOM repeater (CS-FR5000)

« Run CS-FR5000 - read standard codeplug

B Untitled - CS-FR5000({dPMR) — 'Y
File View COMPort TCP/IP Clone Adjust Hel
P = IRERIE TS
EE) C-FrizoooiPur)
H

CS-FR5000(dPMR)
Revision 2.30
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Programming iCOM repeater

« Add channel and change Tx/Rx frequencies

Bl Repeater.icf - C5-FRI000(
File View COMPort TCF/IP Clone Adjust Help

dPMR])

D@ -28l8] N/

=== IC-FRA000[APHA)
EI D Memary CH
- wfE Memary CH
- PR
w1 [ DTHF
-] Continuous Tone
-] 5CaN
I ] 5Tone
=} D Multiple T able
2 Multiple Table
B W
-] Extemal /0
-] Common

Repeat

Memory CH

Frequency (MHz)

Operation
l--l_

163100000 158.100000

1- 3

- 4
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Programming iCOM repeater

 Add TPL tone: Select Multi Table No. » 1

th Repeater.icf - CS-FR3000(dPMR) -
File View COMPort TCP/P Clone Adjust Help

IR Y
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Programming iCOM repeater

* Add TPL tone: Modify Table No. » 1, then WRITE

& Repeater.icf - C5-FRI000(dPMER)
File View COMPort TCP/AIP  Clone Adjust Help

Dhﬂﬁﬂ+ahﬂﬂﬂ§§ug
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- 3 ow Analog
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Analog .
BEN Analog .
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BN Analog .
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{TESS+}



Live demonstration

 The facilitator will now show you how to program an iCOM repeater.

Time needed:
appx 30mins
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Group exercise: programming an iCOM repeater

* The class will now come together for a group exercise where you will setup an
ICOM repeater. This exercise is subject to the availability of equipment.

Time needed:
appx 45mins

aN
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Student resources & manuals

* SCS VHF-UHF standards V64
« TESS VHF standard codeplugs
* Equipment manuals (ICOM)

Please also see the following manuals:
* Programming Manual - Admin functions iCOM SelV

* Programming Manual — Programming iICOM repeater



Questions and remarks
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